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Motivation : Enable applications to tolerate soft errors
Approach: Focus developer efforts by identifying how 

errors affect/propagate through applications

Prior work: Application fault injection
Execute  1000 trials, check results. 

Problem: Expensive, poor granularity of analysis.

New Method: Modular fault injection
Do fault injection/propagation experiments on individual routines.

Extrapolate to full applications.
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Focus: 12 major routines in BLAS and LAPACK linear algebra libraries
Initial Study : examine result error injection/propagation properties of routines
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Error Injection Error Propagation

Error pattern 
that results from 

soft errors

Predictor that maps 
input error patterns to
output error patterns

Per-routine profiles used to 
simulate errors in all locations

Output Error Patterns Original vs Fault Tolerant Operations 3 predictors
�‡Artificial Neural Nets

�‡Linear Least Squares

�‡Support Vector Machines

5 training sets
�‡DataInj: Single bit bit flip in IEEE format double.
�‡DataInj -R: Recursive DataInj; sample from 

distribution of output errors that result from 
using DataInj to corrupt input.

�‡DataUni: Multiplicative error chosen randomly 
from [ -100, 100].

�‡DataUni -R: Recursive version of DataUni.
�‡Inj -R: Recursive version of error injection where 

we sample from output errors from fault injection.
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500x500

Average across operations, 
different input sizes

All operations, input 
size 500x500

Average across operations, 
input size 500x500

Relative reliability improvement
of fault tolerant operations

Library implementer provides:


