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points. It follows that there are at most r values a such that

g(a) =f(a) = per(C +a(D — C)). O

If Z=<(B,q),(B,,q,),...,(B,,q,)) and at least one i satisfies per(B,) #
q,, then with very high probability, after # — 1 shrinkings .#” will consist of one
pair (H,h) with h +# per(H). The idea, then, is to replace the initial list
Z={(A4,s)) by lists of smaller and smaller matrices, until eventually .% =
{(B, q)) where B is 1 X 1. If g # per(B)—a condition Vanna can easily test
—Vanna will reject. Otherwise, she’ll accept.

How likely is it that Vanna will be able to maintain the “invariant”? A
sequence of one expansion step followed by r — 1 shrinking steps will replace
< ={(B,q)), where B is r Xr, by &= ((B’,q")), where B’ is (r — 1) X
(r — 1). Thus fewer than N? steps (of either kind) suffice to reduce %=
(A, s)) to ¥ = {(B,q)), where B is 1 X 1. It follows that the probability that
a cheating prover can induce Vanna to erroneously accept (A, s) is less than
N? times the minuscule probability (at most N/p) that a given expand or
shrink step first violates the “invariant.”

Now we give the full proof of Theorem 1.

PROOF OF THEOREM 1. By Lemma 3, it suffices to exhibit an interactive
proof system for

L = {(A,s)|lA is a0-1 matrix and per( 4) = s}.

Here is a formal description of the protocol. 4 is an N X N 0-1 matrix and
0<s<NL

begin
Let &%= {(A4,s)). Pat picks an integer in p in (N!,2N) and provides a short proof to
Vanna that p is prime [27]. All arithmetic in this protocol is done module p.
Repeat until %= {(B, q)) for some 1 X 1 matrix B:
if = {(B,q)), then do
Expand: Suppose that B = (b,;) is r X r. Vanna constructs B, = By, for 1 <i < r. She
asks Pat for the permanents of B, 1 <i < r, and gets g, for the permanent of B,. If
¥I_ . by,q, # q, Vanna rejects. Otherwise, she sets &= (B, ¢,), (B,, ¢;),-..,(B,, q,)).
else (% has two or more pairs) do
Shrink: Vanna chooses the first two pairs (C, ¢) and (D, d) from ., asks Pat for the
r+ 1 coefficients of f(x) = per(C + x(D — C)) (where C and D are r X r), and
constructs g(x) from them. If g(0) # ¢ or g(1) # d, Vanna rejects. Otherwise, she
chooses a random a € 7, sends it to Pat, and replaces the pairs (C,¢), (D,d) in &
by (C + a(D — C), g(a)).
When ¥ = {(B, g)) and B is 1 X 1, Vanna accepts if ¢ = per(B) and rejects if ¢ # per(B).
end

p?

The protocol contains exactly N — 1 Expand steps and (N — 1) + (N — 2)
+ +++ +2 + 1 Shrink steps if Vanna accepts (A, s).
We prove:

(1) There is a prover Pat such that for all N and all N X N 0—1 matrices 4, if
s = per(A), then Pr[Vanna accepts (A4, s)] = 1.

(2) If s + per(A), then for all powers, Pr[Vanna accepts (A, s)] < N?/p < 1/3
(if N > 6).

It is easy to see that a prover who truthfully answers all of Vanna’s questions
when per(A4) = s induces Vanna with probability one to reduce . to (B, ¢))
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with B 1 X 1 and g = per(B). At this point Vanna accepts. This completes the
proof of (1).

For (2), let s # per(A). Fix any prover Pat. If Vanna accepts (A, s), then, at
some time, .¥ = ((B,q)) with g = per(B); initially ¥ = {(A,s)) with s #
per(.4). We say that Pat succeeds in iteration m if the repeat loop is executed in
full at least m times, and

g = per(B) forall (B,q) in ¥

first occurs just after the repeat loop has been executed exactly m times.
Pat succeeds in some iteration if Vanna accepts. Since there are only N +
(N = 1)+ -+ +2 < N? iterations, it suffices to prove that Pr{Pat succeeds in
iteration m] < N /p.

Fix an m. Without loss of generality, we may assume that Pat never induces
Vanna to reject until % consists of only one pair, in which the matrix is 1 X 1.
(Otherwise, we may replace Pat by another prover Pat’ who, instead of
inducing Vanna to reject early, answers the remaining questions in a way that
is consistent with his earlier responses, as long as possible. Against such a
prover Vanna will not halt until the last stage of the protocol. The probability
that Pat succeeds in iteration m is no greater than the probability that Pat’
does.)

Pat simply cannot succeed in an Expand step: If &= {(B,q)) with g #
per(B) becomes ¥ = {(By, q,),...,(B,,q,)) with g, = per(B,) for all i, Vanna
immediately rejects.

If iteration m is a Shrink step, . contains (C, ¢) and (D, d) before the step
and (E, e) afterward. If ¢ = per(C) and d = per(D), then % contained a pair
(H, h) with h # per(H). It still does. So we may assume that either ¢ # per(C)
or d # per(D). In this case, Lemma 4 tells us that Prle = per(E)] < N/p.
Thus,

N
Pr[Pat succeeds in iteration m] < —. )

p

4. Extensions

The protocol above requires N ?) rounds of prover—verifier communication
when the input matrix is N X N. Babai has suggested the following scheme to
reduce the number of rounds to O(N). His idea makes it possible to shrink a
list £ with r pairs into a list .’ with one pair in one round. For 1 <i < r, let

fo- 11 YL

Juy#FLl<sy<r (l _]) .

Note that f,(x) is a polynomial over Z, of degree r — 1 with f,(i) = 1, and if
j# i, then f(j)=0. Let &= {(B,q), (B,,q,),...,(B,,q,)) and define
C(x) = XJ_, f.(x)B;. The matrix C(x) has entries consisting of polynomials of
degree at most r — 1. Now f(x) = per(C(x)) is a polynomial of degree at most
r(r — 1) with f(i) = per(C(i)) = per(B,) for all i, 1 <i < r. This gives us an
alternative Shrink procedure:

Shrink: Vanna asks Pat for the r(r — 1)+ 1 coefficients of f(x) =
per(C(x)) and constructs g(x) from them. If g(i) # ¢, for some 1 <i <r,



Algebraic Methods for Interactive Proof Systems 865

then Vanna rejects. Otherwise, she chooses a random a € 7 P> sends it to
Pat and replaces . by {(C(a), g(a))).

The proof of correctness is similar to that of Theorem 1 and is omitted here.

Because the number of rounds of an interactive proof system can be reduced
by a constant factor [5], for any e > 0 there is a variant of our permanent
protocol running in at most eN rounds. A bounded-round protocol for the
permanent would imply that the polynomial-time hierarchy collapses, since
Boppana et al. [11] have shown that if all co-NP languages have bounded-round
protocols, then the hierarchy collapses. To our knowledge, this is the first
example of an interactive proof system that appears to require an unbounded
number of rounds.

Babai and Fortnow [3] and Shamir [28] have provided alternate interactive
proof systems for verifying the values of #P functions by counting the number
of assignments satisfying a CNF formula, thus circumventing the need for
Valiant’s result on the completeness of the permanent. They have shown how
to “arithmetize” a formula as a low-degree polynomial so that Pat and Vanna
can use a protocol similar to that of Section 3 to verify the number of satisfying
assignments.

Shamir [28] has shown how to arithmetize a QBF formula, using dummy
variables to keep the degree low. Using a protocol similar to that in Section 3,
he then proves that every language in PSPACE has an interactive proof system.
Shen [29] later provided a “degree-reduction operator” as an alternate tech-
nique to keep the degree low.

Babai et al. [4] have applied the techniques of this paper to multiple-prover
interactive proof systems, defined by Ben-Or et al. [8] as interactive proof
systems having a polynomial number of provers unable to communicate among
themselves or to see the conversation between any other prover and the
verifier. Babai, Fortnow, and Lund have proven that any language computable
in nondeterministic exponential time has a multiple-prover interactive proof
system. Their proof uses ideas similar to those of [3] and [28] in order to reduce
the problem to that of testing the multilinearity of a function.

Cai et al. [12] have used the protocols of this paper and of Shamir [28] to
prove that every PSPACE language has a bounded-round multiple-prover
interative proof system.

Fortnow and Lund [16] have extended the techniques from this and Shamir’s
paper [28] to exhibit a polynomial equivalence between time-space complexity
of alternating Turing machines and the time—space complexity of the verifier
in a public-coin interactive proof system. In particular, they prove that every
language in NC has an interactive proof system with a public-coin, polynomial-
time, logarithmic-space verifier.

5. Implications

Goldwasser and Sipser [22] have shown that one can convert any interative
proof system to one in which the verifier uses public coins, that is, the verifier
juxtaposes her coin tosses and her query message g, on her communication
tape. Furer et al. [19] have shown how to modify an interactive proof system so
that for true instances the verifier is convinced with probability one. Both of
these properties already hold for our protocol.
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Some simple corollaries that follow from these results:

COROLLARY 5.  If cryptographic one-way functions exist, then every language in
the polynomial-time hierarchy has a zero-knowledge interactive proof system.

PrROOF. Every language with an interactive proof system has a zero-
knowledge interactive proof system if one-way functions exist [7, 23]. O

From Shamir [28], we infer that all languages computable in polynomial
space have zero-knowledge interactive proof systems if cryptographic one-way
functions exist.

COROLLARY 6. If every language in IP has a bounded-round interactive proof
system, then the polynomial-time hierarchy collapses.

This is immediate from Boppana et al. [11]. Previously, Aiello et al. [1]
constructed an oracle relative to which the class of languages with unbounded-
round interactive proof systems differs from those with bounded-round interac-
tive proof systems.

Our theorem also has applications to program checking, verification and
self-correction. Lipton [25], using ideas of Beaver and Feigenbaum [6], showed
that the permanent function can be “tested.” Our protocols extend this idea
and show the permanent has a self-testing/correcting pair [10], a pair of
functions the first of which verifies that a program computes the permanent
correctly on most inputs and the second of which converts a program that
passes the first test into one that correctly computes the permanent on all
inputs with high probability.

Theorem 1 also provides a program correctness checker [9] for the perma-
nent:

COROLLARY 7. There exists a probablistic polynomial-time machine M that,
given access to a program P and a matrix A, will output with a high degree of
confidence either “P outputs the correct value of the permanent of A” or “P does
not correctly compute the permanent of some matrix.”

Proor. In the proof of Theorem 1, the prover need only answer questions
about the permanents of various matrices. We can have M simulate the
verifier and use P as the prover. O

A further discussion of the relationship between interactive proof systems
and program testing can be found in [4].

MA is the class of languages accepted by an interactive proof system
consisting of a single message from the prover to the verifier followed by
probablistic verification by the verifier. We can think of this class as the set of
“publishable proofs,” “proofs” that can be written down now and randomly
verified years later without any help from the prover. Babai has proven that
MA c ¥¥ NI1% [2]. Corollary 8 implies that if #P has polynomial-size circuits,
then P**, and hence the polynomial-time hierarchy, lies in MA.

COROLLARY 8.  If #P has polynomial-size circuits, then P*F ¢ MA.

PrOOF. The prover gives the verifier a circuit computing the permanent.
She uses this circuit as the prover in the protocol in Section 3. O

A general discussion of Corollary 8 appears in [4] where it is shown that a
similar result holds for PSPACE and EXP. Contrast Corollary 8 with the result
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of Karp and Lipton [24] that if NP has polynomial-size circuits, then the
polynomial-time hierarchy collapses to ©2.

6. Further Research

We have proven that every language reducible to a #P-complete problem
has an interactive proof system, and thus, so does every language in the
polynomial-time hierarchy. In particular, every language in co-NP has an
interactive proof system. However, even for a co-NP-complete language, in the
protocol above the prover must answer #P-complete questions. Is there an
interactive proof system for co-SAT where the prover need only answer
questions about the satisfiability of CNF formulas? Such a proof system would
give an instance checker for NP-complete languages.

We believe that one should study why this result does not relativize. One
simple answer is that we have exhibited an interactive proof system for a very
specific #P-complete function—the permanent—which is not #P-complete
relative to any sufficiently complex oracle (since the permanent does not
depend on the oracle). Babai and Fortnow [3] have exhibited a simple charac-
terization of #P functions by polynomials and have used this characterization
to prove the main theorem of this paper without any reference to permanents.
This algebraic formulation of #P does not hold in relativized worlds. Studying
the algebraic structure of well-known complexity classes may lead to yet more
exciting relationships among them.
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