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Abstract—This paper evaluates the concurrent error detection capabilities of system-level checks, using fault and error injection. The
checks comprise application and system level mechanisms to detect control flow errors. We propose Enhanced Control-Flow Checking
Using Assertions (ECCA). In ECCA, branch-free intervals (BFI) in a given high or intermediate level program are identified and the
entry and exit points of the intervals are determined. BFIs are then grouped into blocks, the size of which is determined through a
performance/overhead analysis. The blocks are then fortified with preinserted assertions. For the high level ECCA, we describe an
implementation of ECCA through a preprocessor that will automatically insert the necessary assertions into the program. Then, we
describe the intermediate implementation possible through modifications made on gcc to make it ECCA capable. The fault detection
capabilities of the checks are evaluated both analytically and experimentally. Fault injection experiments are conducted using
FERRARI [1] to determine the fault coverage of the proposed techniques.

Index Terms—Control flow checking, assertions, fault injection, coverage, latency.

1 INTRODUCTION

REAL time systems that are used in high dependability
and integrity applications need to be designed with the
capability to on-line detect and recover from the errors
caused by hardware and software faults. Since the majority
of errors are usually transient and not reproducible [2], off-
line testing will not reliably detect them. Thus, it is
imperative that the systems be designed with built-in
concurrent error detection and recovery mechanisms. This
paper presents a set of system-level checks comprising
enhanced control flow checking using assertions (ECCA) at
its high and intermediate levels for the concurrent detection
of errors caused by hardware faults.

Various control-flow checking techniques have been
proposed in the past to detect processor faults [3], [4], [5],
[6], [7], [8], [9]. The techniques employ a watchdog
processor to compute run-time signatures from the instruc-
tions and compare them with the precomputed signatures.
These techniques need either additional hardware or
modification of the existing hardware and are invariably
nonportable to various platforms. Further, the current
processor designs with built-in caches deny access to the
instructions executed by the processor from the watch-dog
processors, which effectively paralyzes the approaches.
Complexity of modern compilers is yet another source of
additional control-flow faults which cannot be handled by
the existing methods as they assume error free object output
from the compilers.
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To circumvent these limitations, we have developed a
high-level control-flow checking approach using assertions
(CCA) [10], [11], [14]. In CCA, branch-free intervals in a
given high-level language program are identified and the
entry and exit points of the intervals fortified through
preinserted assertions. The CCA approach is portable
across architectures and requires no special hardware or
database lookups to implement. It is implementable
through a preprocessor based on the syntactic structure of
the language and does not require generation and analysis
of various paths in the program control-flow graph. CCA
will detect hardware or compiler induced control flow
faults. In this paper, we present an enhanced version of
CCA targeted for real-time distributed systems (ECCA) for
the detection of control-flow errors. Low overhead and low
detection latency requirements had a major impact on the
design of ECCA. Furthermore, ECCA inherits CCA’s
architectural portability which allows its implementation
to be carried out on heterogeneous distributed systems. At
ECCA’s intermediate level implementation, programming
language portability is also achieved.

Due to its robust nature, ECCA could easily be integrated
with application specific data checks to complement its
error detection capabilities [12], [13]. The data value checks
are designed based on the assumption that hardware and
software faults will eventually corrupt the data and
produce wrong results. Data value checks can potentially
provide coverage in the following situations where ECCA,
or any other control-flow checking mechanism for that
matter, will fail: 1) illegal branches within the branch free
intervals causing data value errors, 2) incorrect decisions on
conditional branches due to errors in the evaluation of the
conditions, and 3) erroneous computed results, despite no
control-flow faults.

The control-flow error detection capabilities of ECCA
can be determined theoretically. However, the actual fault
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coverage provided by these checks in a real system cannot
be assessed by a theoretical analysis as one cannot predict
which of the faults in the system will translate into control-
flow errors and data value errors. In this paper, we study
the fault coverage provided by the technique with the help
of fault injection experiments using FERRARI [1].

In Section 2, we describe ECCA. For completeness of
discussion, we briefly describe CCA which was the
precursor to ECCA. The experimental evaluation is given
in Section 3 with a detailed discussion of various experi-
mental results. Finally, we conclude the paper in Section 4
with some pointers towards future research.

1.1 CCA

In CCA, a program is split into a set of Branch Free Intervals
(BFIs) and two identifiers are assigned to each of them. The
Branch free interval IDentifier (BID) represents the branch
free interval and is unique for every BFIL. The Control Flow
IDentifier (CFID) represents permissible control flow and is
the same for all branch free intervals sharing a previous
(parent) branch free interval.

The control flow checking is accomplished by setting and
verifying the BIDs and CFIDs. At entry to a branch-free
interval the current BID is assigned to the BID variable.
Upon exit of the branch free interval, the current BID is
verified. If a branch-free interval is entered from the middle,
then the current BID will not match and an error will be
detected.

The CFID is used to ensure that branch free intervals are
executed in the correct order. The CFID’s are stored in a two
element queue. The queue is initialized to contain the CFID
of the first branch free interval. Upon entry to a branch-free
interval, the CFID of the next branch free interval is placed
on the queue. Upon exit of a branch free interval, a CFID is
dequeued, and verified to match the current CFID. The
enqueue and dequeue operations must first verify that the
queue is in the correct state for the operation and then
perform the actual enqueue or dequeue. That is, the
enqueue must fail if the queue is full and the dequeue
must verify that the next element is the correct element.
Early verification of the queue status reduces the average
fault detection latency.

Fig. 1 shows the control flow graph of a simple
IF_THEN_ELSE construct, while Fig. 2 demonstrates the
procedure of assigning BIDs and CFIDs to branch-free
intervals for the same construct. Also shown in Fig. 2 are the
contents of the two element queue and the BID variable at a
given point of execution. Note that since BFI B and BFI C
share a common parent, they are assigned the same CFID. A
control flow error is detected if any one of the following
situations occur:

1. The current BFI's BID does not match the BID
variable. Hence, an illegal branch has occurred from
the previous BFI to the middle of the current BFL

2. An overflow in the two element queue—this situa-
tion arises if an illegal branch happens from the
middle of the previous BFI to the beginning of the
current BFL

then

Yise

BFI B

Fig. 1. Control flow graph of the IF_THEN_ELSE construct prior to the
placement of CCA assertions.

3. Underflow in the two element queue—happens
when an illegal branch is taken from the end of the
previous BFI to the middle of the current BFL

4. Dequeue mismatch—means the branch is to a
nonpermissible BFI.

5. BID mismatch—this occurs when an illegal branch is
performed from the middle of the previous BFI to
the middle of the current BFI.

CCA can detect all the single control-flow faults and
most of the multiple control-flow faults. However, it comes
with a price, the high overhead. In situations where BFIs are
small, adding multiple lines of code to enqueue, dequeue,
examining the queue, setting a variable, and testing the
variable could prove inefficient. Also, it could increase the
probability of a control flow error occurring due to the
increased size of the program. Moreover, the added code to
the original program, at a minimum, consumes three
memory locations (one for the BID variable and two for
the two element queue) which might translate into three
registers, hence leaving fewer registers for the original
program to use. Furthermore, the assertions themselves
contain uncovered branches. Therefore, a control flow error
in the assertion code could report a fault when no fault had
occurred in the original program. Finally, there does exist a
remote case when CCA fails to detect a control flow error
when one actually occurred. This case happens when two or
more parent BFIs have at least a common child. The CFID of
all the children of these parents would be equal, as shown
in the example of Fig. 3. In the example, an illegal branch
from the end of BFI B to the beginning of BFI C, or an illegal
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Fig. 2. Assignment and checking of IDs for IF_THEN_ELSE construct after the placement of CCA assertions.

branch from the end of BFI A to the beginning of BFI F, will
not be detected due to the equal CFID in BFIs C, D, and F.

2 ENHANCED CONTROL-FLOW CHECKING USING
ASSERTIONS (ECCA)

Enhanced control-flow checking using assertions (ECCA) is
the successor to control-flow checking using assertions
(CCA) which has been proposed in the past [10], [11], [14]
for the concurrent detection of control-flow errors. In this
section, we present ECCA in detail and show how the
limitations of CCA are overcome by the new technique.
ECCA is proposed to address the aforementioned
limitations of CCA. It is implemented at both the high
and intermediate levels. Our choice of an intermediate level
language was the Register Transfer Language (RTL) used in
GNU'’s compilers. Through the addition of an exception
handler, ECCA adds only two instructions per block (a
collection of consecutive BFIs), when implemented for the
high level language. Neither of these assertions contain a
branch and only one additional variable is needed.
However, its low level representation (machine code) will
contain two branches; therefore, we propose a variation of
the assertions when implementing it at the intermediate
level. This method will detect hardware or compiler
induced control flow faults. The low overhead and low

detection latency make ECCA ideal for real-time systems.
Moreover, its architectural portability allows its implemen-
tation to be carried out on heterogeneous distributed
systems.

2.1 High Level ECCA

In this section, we demonstrate the method and implemen-
tation of ECCA at the high level code. Due to its widespread
use and familiarity, we chose C as our language of
implementation.

2.1.1 Assertions in High Level ECCA

Unlike CCA, ECCA divides the program into a set of blocks.
We define a block as a collection of consecutive BFIs in
which there exists a single entry point and a single exit
point. An exit point could only branch to an entry point of a
block. For maximal coverage, a block will consist of only
one BFI; however, this will cause maximum overhead since

each BFI will contain two assertions.
A unique prime number ID larger than 2 called Block

IDentifier (also BID) is assigned to each block. Thereafter,
two lines of code are asserted into each block. The first is a
simple assignment executed upon entry of a block and is of
the following form:
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o0

Fig. 3. The control flow graph that could create an undetected control
flow error in CCA.

i BID
id — —— ,
(id mod BID) - (id mod 2)

where the elements in the assignment are defined as
follows:

id: A global integer variable which is updated during
execution time upon entry into and exit from each

block.

BID: Block IDentifier is a unique prime number larger than 2
generated for each block during preprocess time (hard
coded into the program).

Note that the assignment will result in a divide by zero
error if either id mod BID = 0 or id mod 2 = 0.

The second assertion is also an assignment. It is
executed immediately before departing the block. There-
fore, it is placed at the end of the block. The assignment
is as follows:

id — NEXT + (id — BID),

where NEXT is an integer number generated at preprocess
time and is equal to the product of permissible blocks” BIDs
from the current block. Therefore, NEXT = I1BI D permissibic-
Note that, due to the double negation on (id-BID), the result
of (id — BID) is either a 0 or 1. For convenience, in the
subsequent discussions, we call the first assertion the SET
assertion and the second one the TEST assertion.

In practice, a preprocessed block using the C program-
ming language would have the structure depicted in the
following;:

/*Beginning of the block*/

id = <BID>/((!(id \ %<BID>))*(id \ %2));
...block BODY...

id = <NEXT>+!!(id-<BID>);

/*End of the block*/

Remember that <NEXT> and <BID> represent integer
numbers generated at preprocess time, while id is a variable
updated at run time.

As an example, consider the following code which needs
to be preprocessed using the ECCA. For simplicity we
assume that a block contains only one BFI.

/*Beginning of original code*/
foo=1;

if foo

{boo=10}

else

{hoo=20}

foo=0;

/*End of original code*/

Preprocessing will modify the code to insert assertions as
follows:

/*Beginning of preprocessed code*/

/* <BID> is 3 */
foo=1;
id = 35+!!(id-3);
/*Note that the above 35 is a result of
multiplying permissible blocks
BIDs, i.e., 5*7 */
if foo
{
/* <BID>is 5 */
id = 5/((!(id%5))*(1d%2));
boo=10;
id = 11+!1(id-5);
}
else
{
/* <BID>is 7 */
id = 7/((N(id%7))*(id%2));
hoo=20;
id = 11+!1(id-7);
}
/* <BID> is 11*/
id = 11/((1(id%11))*(id%2));

To further illustrate the working of the ECCA method,
we show the preprocessing of a while loop nested within an

if statement. We also assume one BFI per block.

./;’IIBeginning of original code*/
... BLOCK BODY 1 ...
if foo

{
.. BLOCK BODY 2 ...

while foo

{
... BLOCK BODY 3 ...

}

... BLOCK BODY 4 ...
}
else

... BLOCK BODY 5 ...

}
.. BLOCK BODY 6 ...
/*End of original code*/



ALKHALIFA ET AL.: DESIGN AND EVALUATION OF SYSTEM-LEVEL CHECKS FOR ON-LINE CONTROL FLOW ERROR DETECTION 631

BID=3
[ ..Block1...
NEXT=65 | ¢
/ if foo
then o
s 4 A\
BID=5 |
< ...Block 2 ... >  else
NEXT=77
\_while foo//
AN y
- \
K2 -
,/ e g
BID=7 \ BID=13
\ | ..Block5... |
NEXT=77 \ / NEXT=17
\‘_/// //’/ \\/
F/ /
BID=11 / \ ,
| ...Block 4 ... | //
NEXT=17 /
A / /
/
. PN /
N\ /
et
P \
| ..Block6 ... BID=17
NEXT= Prod. of Next BIDs

Fig. 4. While nested in If-Then.

The ECCA preprocessor will first split the program into
blocks (remember for this example the block consists of a
single BFI) and then generate a BID and NEXT value for
each block, as demonstrated in Fig. 4.

Upon careful examination of Fig. 4, one notices that the
value of NEXT in block 2 is 77. Therefore, it is possible to
branch from block 2 to block 4 bypassing block 3 (condition
of the while loop fails before performing the first iteration of
the loop). In block 3, the value of NEXT is also 77. This is
because block 3 could either branch to itself or to block 4.

The preprocessed code is as follows:

/*Beginning of preprocessed code*/
.. BLOCK BODY 1 ...
id = 65+!1(id-3);
if foo
{
id = 5/((1(id%5))*(1id%2));
.. BLOCK BODY 2 ...
id = 77+1(id-5);
while foo
{
id = 7/(((id%?7))*(id%2));
... BLOCK BODY 3 ...

id = 77+!1(id-7);
}
id = 11/((1(id%11))*(id%2));
... BLOCK BODY 4 ...
id = 17+!!(id-11);
}
else
{
id = 13/((1(id%13))*(id%2));
... BLOCK BODY 5 ...
id = 17+!1(id-13);
}
id = 13/((1(id%13))*(id%2));
... BLOCK BODY 6 ...
id = Prod. of Next BIDs +!!(id-5);
/*End of preprocessed code*/

Until now, all of our examples dealt with blocks
containing one BFL. Though effective in coverage, doing
so gives a high overhead since each BFI will contain two
added lines of code. Moreover, if a loop exists, the asserted
code will be executed numerous times. Therefore, grouping
a number of consecutive BFIs should significantly reduce
overhead; however, detection latency will be increased [19].
As an example, consider the while nested inside an if-then
depicted in Fig. 4. If we merge blocks 2, 3, and 4, we not
only reduce the number of assertions added, but also avoid
executing the assertions in every iteration of the while loop.
This greatly reduces the overhead without sacrificing much
coverage. Fig. 5 demonstrates the new representation of the
while nested in If-Then.

Consider a program of size [ blocks. Furthermore, n of
the I blocks will actually be executed. Each block contains m
BFIs, and the execution time of each BFI is w units. We also
give the following conservative assumptions:

e The overhead of the two assertions is equivalent to w
(this is a worst case assumption).

e In the event of an illegal branch, the probability of
branching to any point in the program is equal.

The program execution time prior to placing assertion is
Torior =M - M - W,
and the execution time after adding the assertions will be
Tofter =n-(m+1)-w

ECCA has the ability to detect all single control flow
errors crossing block boundaries (we will show that later).
Therefore, in the event of a control flow error, the
probability of not crossing a block boundary is

Rmr]etent = 1/l7

hence, the coverage is

CO’U@TCLQ@ = (1 - Pundctcct) -100 = (1 - l/l) - 100,

Note that we relate coverage only to the detection of control
flow errors.

To demonstrate the effectiveness of grouping BFIs in
blocks, consider a moderate size program containing 10,000
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Fig. 5. Merging three BFls into a block.

BFIs where we group every 20 BFIs into a block. Therefore,
1 =500 and m = 20. If we consider that only 10 percent of
the code will ever be executed, then n = 50 blocks. The
execution time prior to adding assertions is

Tprior = 50 - 20 - w = 1,000w,
and the execution time after adding the assertions is
Tofter =50 (20 + 1) - w = 1,050w.
Therefore, the percentage of overhead due to the assertions
is
(Tuster — Tprior) - 100

Tpri or

=5%.

The coverage would be
Coverage = (1 —1/1) - 100 = (1 — 1/500) - 100 = 99.8.

Thus, we obtain 99.8 percent coverage by adding only

5 percent overhead.
The above is merely an example of the power of ECCA. It

may not resemble the actual overhead. We predict the
overhead should be lower as we stated in our assumptions.
The decision of block size and choosing the first and last BFI

of a block, plays a major role in overhead reduction. The
following are a few guidelines to aid in overhead reduction:

e Choose an appropriate block size compared to the
size of the program. A larger block means less
overhead, but it also means less coverage and
increased detection latency.

e Always try to start a block with a nonloop BFI.
Doing so prevents from executing the assertions in
every iteration of the loop.

e The start of a function means the start of a block. If
the function is too small, attempt to inline it at
compile time (this is only possible in intermediate
level ECCA).

2.1.2 High Level ECCA Preprocessor Implementation
The ECCA preprocessor consists of three major compo-
nents: a pseudo control-flow C-parser, a lexical analyzer,
and a translation unit located between the parser and the
lexical analyzer which filters out unneeded C code that does
not cause a begin or end of a BFL

Since the parser needs to trace only the statements that
influence the control flow of the program, a filter is used
to reduce standard C statements to pseudostatements.
Statements that do not change the control flow are
reduced to null statements. As an example, see the
following code:

while (x <y) {
X++;

y—=

}

is reduced to

while {
}

Note that since the increment and decrement operations
(performed on the x and y variables) do not affect the
format or location of the assertions, they were reduced to
semicolons by the filtering unit of the preprocessor. By
doing so, we not only increase the efficiency of the
preprocessor but also eliminate unneeded parsing that
would be handled in the compilation phase of the program
to be preprocessed. Furthermore, such an implementation
increases the portability of the preprocessor giving us the
ability to easily modify it to recognize the control flow of
programs coded in other programming languages. The
following grammar was used for the parser:

program — function
| program function
function — {statement_list}
statement_list — statement
| statement _liststatement
le
statement — compound_statement
| selection_statement
| iteration_statement
| jump_statement
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Fig. 6. ECCA preprocessor design.

| labeled_statement
l;
compound_statement — {statement _list}
selection_statement — 1r statement_list
|17 statement_list ELSE statement _list
| switcH statement_list
iteration_statement — WHILE statement_list
DO statement_list WHILE
| FOR statement_list
jump_statement — BREAK
| CONTINUE
| GoTo D
labeled_statement — 1D:
| CASE D
| DEFAULT

A table is used to store the needed information about
the control flow of the program. Each BFI is represented
by a row in the table. The row consists of the following
four fields: the BID assigned value, the NEXT computed
value, the GENERAL assigned value (if needed), and a
linked list of pointers to the indices of the rows in the
table representing the permissible BFIs from the current
BFL

Source
Program
Input
Pseudo C code
PARSER |= FILTER - LEXER
Code
Update
/ Y
Perform the NEXT value
Control computations on all BFls
Flow t )
Place all assertions in the
Table BFls
Output
y
Preprocessed
Source
Program

Upon encountering a statement that affects the control
flow of the program, the parser updates the linked list.
When the parsing stage is complete, a unique prime
number is placed in every BID cell in the table.
Furthermore, the GENERAL value is entered for the
BFIs affected by the switch or case statements. The NEXT
field is then computed by simply traversing the list and
multiplying the corresponding BID cells of the indices
contained in it. The source input program is then read
once again, converting every single statement within a
control statement to a compound statement. The for-
mulation of the id assignment statements is done through
referencing the table. Finally, the id assignments are
asserted in the source. Fig. 6 sketches the ECCA’s
preprocessor design.

2.2 Intermediate Level ECCA

High level code assertions guarantee architectural port-
ability; however, they fall short in high level program-
ming language portability. Moreover, compiler
optimizations might influence the added assertions. In
this section, we demonstrate how ECCA could be
implemented at the intermediate level code thus guaran-
teeing both language and architecture portability [15]. We
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Fig. 7. Overview of gcc’s compilation stages.

implement ECCA at the RTL stage which is GNU’s
representation of an intermediate level language used for
its compilers. Keep in mind that RTL is only GNU’s
implementation, hence, language and architecture port-
ability of intermediate level ECCA is only good for
GNU’s compilers. Other compilers might have different
intermediate level representations. Nevertheless, porting
ECCA to other compilers could easily be done (given the
availability of the source code).

GNU offers a variety of free compilers. The source
code for the compilers is also available for free. The
programming languages include C, C++, Ada, Fortran,
Pascal, and many others. Moreover, it is portable across
many platforms. One could easily perform cross platform
compilation. In order to support many languages for
many platforms, the compilation process is done through
several stages in which the source code is transformed
from one form into another. All languages for all

platforms meet at the syntax tree and RTL levels. Most
of the compiler’s work is done at the RTL level [18]. This
organization makes it easy to support new languages or
new platforms since it only entails changing the front or
back end of the compiler. Fig. 7 gives an overview of
Gnu’s compilation stages.

Even though RTL is somewhat dependent on the
underlying platform, our implementation is fully plat-
form independent. In order to understand how we
achieve this independence, consider Fig. 8. The RTL
stage of compilation is divided into numerous passes.
Each pass performs a certain optimization or function on
the compiled program. The deeper the code goes down
in the sequence of passes, the more machine dependent it
becomes. We now introduce a new pass named the
ECCA pass. This is the pass where all of the analysis and
tasks done by ECCA will be carried out. In choosing the
optimal location for the ECCA pass, we considered going
as low as possible, thus bypassing most machine
independent optimizations. A satisfactory location is
between the second common subexpression elimination pass
and the stupid register allocation pass. We also achieve
independence by using the compiler’s internal routines
for code flow analysis and assertion code generation in
the ECCA pass. By implementing ECCA at the RTL level
of compilation we achieve the following:

e DPortability across programming languages.

e Reduction in overhead since the placement of the
assertions is performed after most of the compiler’s
optimizations are done.

e More control over system resources needed for the
assertions.

2.2.1 Assertion in Intermediate Level ECCA

In RTL, the maximum number of destinations that an
instruction containing a branch could have is two. All
loops and If-Then-Else instructions are represented by
simple conditionals and jump statements. The only
condition where the maximum number of destinations
is not two is in the case statement (switch in C).
However, a mandatory grouping of the case into a block
would resolve that. To reduce the overhead, we modify
the SET and TEST assertions to take advantage of this
property. Each assertion will now contain multiple RTL
instructions (also called insns). Nevertheless, we will
show that a control flow error from or to the middle of
an assertion will be detected.

The SET assertion placed at the entry point of a block
should be

ry — (r, — BID) - (ry — BID),
BID -1

VS BN
(7‘T~Q+l)

T <—

where 7 and r; are global registers and BID is a unique
prime number greater than 2 generated for each block at
compile time.

Under correct execution, either r| or ry at the beginning
of the SET assertion will contain the current BID value. This
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value was set from the previous TEST assertion. After
executing the first assignment of the SET assertion, r;
should be zero if no control flow error has occurred and
nonzero in the event of a control flow error. In the second
assignment, r; will be assigned BID + 1 if r; is zero (no
error). However, if | is nonzero, a divide by zero exception
will be raised from the assignment, thus indicating that a
control flow error has occurred. The following pseudocode
represents the intermediate representation of the SET
assertion:

tmpy — BID + 1

tmpy «— 11 — BID

tmps «— 19 — BID

9 < tmpy - tmps

tmps «— 19 + 1

tmps < shift ro left by one
tmps < tmpz + 1

tmpy — tmps/tmps

1 tmpy/tmps

Note that if a control flow error results in an illegal branch
to anywhere in the middle of this assertion, ; will not be set
to BID + 1, causing the error to be detected as we will show
when we present the TEST assertion.

Even though the above intermediate representation of
the SET assertion might seem lengthy, it is not time
consuming if the program is executing correctly. The
multiplication in the fourth instruction is a multiplication
by zero and the two divisions are divisions by 1. Remember
that the above is equivalent to the low level machine
representation of code in terms of size.

The TEST assertion is placed at the exit point of the
block. It sets r; and 79 to the BIDs of the first and second

]

‘ Instruction Scheduling |
v

‘ Register Class Preferencing |
v

‘ Local Register Allocation |
v

‘ Global Register Allocation |
v

‘ Reloading |
v

‘ Instruction Scheduling |
v

‘ Jump Optimization |
v

‘ Delayed Branch Scheduling |
]

Hard to Stack Register Conversion |
v

‘ Assembly Code Generation Pass |
v

Assembly Code

permissible blocks, respectively. The following is the form
of the assertions:

ry < (rn — BID)- NEXTy
ry «— (ry — BID) - NEXTs,

where NEXT, and NEXT, represent the BIDs of the
permissible blocks. Remember that there is only a max-
imum of two permissible blocks when implementing ECCA
at the RTL level.

Under correct execution, (r; — BID) will always equal 1,
hence, 1 and ry will be set to NEXT, and NEXT,,
respectively. In the event of a control flow error, r — BID
will not equal to one. Therefore, r; and r, will be set to a
nonprime multiple of the permissible blocks BID’s. This in
turn will cause the error to be detected at the next block’s
SET assertion.

The following pseudocode gives the intermediate repre-
sentation of the TEST assertion:

tmp, «<— r1 — BID
T — tmp1 . NEXT1
ro «— tmpy - NEXT,

Note that in the event of an illegal branch to the middle of
the assertion ¢tmp; will not be equal to one causing the error
to be detected at the next block’s SET assertion. Under
correct execution, the two multiplications are multiplica-
tions by 1; therefore, overhead is kept minimal.

2.2.2 Error Detection Capabilities of ECCA

By partitioning the program into blocks, a control flow fault
can be defined as a fault which incorrectly transfers control
from one block to another. For an analytical evaluation of
the detection capabilities of ECCA, we consider a fault
model that includes control-flow errors of following types:
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BLOCK A
id=...
BLOCK B
id=. ..
. = BLOCK C
\\ id=. ..
\
\ " —
id=. .. N o
\ A
\\ /
\ //
'\ id=... )/
A\ /
\ /
\ /
\ /
S // ld: . ..

Fig. 9. Reduction of a multiple control flow error.

Typel: A fault causing a branch from the middle of a block
to another.

Type2: A fault causing a branch to the middle of a block.
Type3: A fault causing a branch to an illegal block.

What could be considered as data value faults are not
covered by this method. This includes illegal branches not
crossing a block boundary and incorrect decisions on
conditional branches. These faults could be detected using
data value error detection mechanisms.

Theorem. The ECCA method is capable of detecting all single
control flow faults crossing block boundaries.

Proof. We prove the theorem by showing that all the three
types of control-flow faults will be detected by ECCA.

Typel: A fault causing a branch from the middle of a
block to another.

Case 1: From the middle of a block to the beginning of
another. In this case, the control flow has skipped the
TEST assertion in the previous block and, hence, the
value of id upon entry to the new block is equal to the
BID of the previous block. This will cause a division by
zero exception during the execution of the SET assertion
in the current block.

Case 2: From the middle of a block to the middle of another.
In addition to skipping the TEST assertion in the
previous block, in this case, the control flow has skipped
the SET assertion in the current block also. The value of
id remains equal to the BID of the previous block until
the control-flow reaches the TEST assertion of the
current block. Since id # BID, (id — BID) = 1. This will
cause id to be set to an even number by the TEST
assertion in the current block since IIBIDp.missibe 1S
always odd. Now, at the beginning of the next block, its

SET assertion will raise a divide by 0 exception as
(id mod 2) = 0.

Case 3: From the middle of a block to the end of another. If
the branch was to a location before the T'E'ST assertion, it
falls under Case 2. Otherwise, it falls under Case 1.

Type2: A fault causing a branch to the middle of a
branch-free interval.

Case 1: From the beginning of a block to the middle of
another. Since the SET assertion in the current block is
skipped, id = IIBI Dpermissivie- Now, the TEST assertion
in the block will raise an exception as id # BID.

Case 2: From the middle of a block to the middle of another.
This is the same as Case 2 of Type 1.

Case 3: From the end of a block to the middle of another.
Similar to Case 1 of this type.

Type3: A fault causing a branch to an illegal block.

If the current block is not legitimate, the value of id
(equal to IIBIDermissivie), set by the TEST assertion of
the previous block is not divisible by BID. Therefore, the
set assertion in the current block will give rise to an
exception as (id mod BID) = 0. O

2.2.3 Multiple Control Flow Errors

The ECCA method is designed to detect all single control
flow errors. However, it is also capable of detecting most
multiple control flow errors. We say most since there exists a
single remote case in which a multiple control flow error
will not be detected.

Given three blocks A, B, and C, a multiple control flow
error can occur only if an illegal branch happens from the
middle of block A to the middle of block B, and then from
the middle of block B to the middle of block C, and so on. If,
in the process of illegally branching from one block to
another, we execute the SET or TEST assertions of each
block, it will be detected according to the theorem.
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TABLE 1
Selected Transient Error Models
| Model | Description

1| AddIF | address line error resulting in executing

a different instruction
2 | AddIF2 | address line error resulting in executing

two instructions
3 | AddOF | address line error when a data operand is fetched
4 | AddOS | address line error when an operand is stored
5 | DatalF | data line error when an opcode is fetched
6 | DataOF | data line error when an operand is loaded
7 | DataOS | data line error when an operand is stored
8 | CndCR | errors in condition code flags

Therefore, each illegal branch in the sequence has to
happen from the middle of a block to the middle of
another to be considered as an undetectable multiple
control flow error. Since it involves only instructions not
effecting the value of the id variable, it could be reduced to
a single control flow error from the first block to the last. To
clarify this, we consider the three blocks A, B, and C in Fig.
9. Note that the figure shows a control flow error from A to
B to C is reduced to an error from A to C. The only situation
that will cause a multiple control flow error to not be
detected by ECCA is when the first and last blocks in the
sequence of illegal branches are the same. Therefore, this
case is reduced to a control flow error within a block.

2.2.4 Error Handling in ECCA
If the desire is to terminate upon encountering a control flow
error, then what we have described thus far should suffice.
However, if either knowing the cause of termination or
recovering from the control flow error is considered, we need
a mechanism to enable us to distinguish whether a divide by
zero exception happened from the original code or the
asserted code. In this section, we consider two mechanisms.
The first mechanism uses simple if-then statements while the
second mechanism inserts an exception handler.

An if-then statement could be used to transfer control to a
control flow error handling routine. To that end, the
assertion at the beginning of a block would be as follows:

/* Beginning of BLOCK*/
If 1((1(id%<BID>))*(id%2))

. . .Go to Handling Routine. . .
else

{
id=<BID>; .. .Body of BLOCK. ..

Note that ECCA at the intermediate level could be handled
in a similar fashion.

Even though a simple if-then would work, it introduces a
branch in the assertion, thus reducing coverage. Exception
handling separates error-case from normal-case, therefore
increasing performance. In other words, if something works
fine 99.999 percent of the cases, then the normal-case code

should be optimized for this. And the exception case should
handle the .001 percent of error cases.

To install an exception handler we include the library
signal.h and add a global routine called catchfpe().

/* Beginning of program*/
#include <signal.h>

#define SIGFPE 8

void catchfpe() {
if id is prime then data divide by zero
else control flow error divide by zero we then
got handling routine

}

Note that if a control flow error caused the divide by zero
exception, id will always be nonprime. As for the
intermediate representation of ECCA, one could check ;.
If 7, is an even number, then it is a data divide by zero;
otherwise, it is a control flow error divide by zero.

3 EXPERIMENTAL EVALUATION

The evaluation approach taken in this study involves the use
of asoftware-based faultand error injection tool FERRARI[1].
FERRARI can inject both transient and permanent faults. The
transient fault duration is one instruction cycle while the
duration of a permanent fault might extend throughout the
entire execution of the application.

Experiments presented were conducted on a SUN
SPARC workstation to study the behavior of the target
system when injected with faults and errors and to
determine the effectiveness of the error detection and
correction capabilities of ECCA.

For every experiment, we selected the fault type, the
fault model to be injected (Table 1) and the number of fault/
error injection runs. In each run, the bit position(s), the
selected register to be faulted (if any), and the location
(address inside the program code including libraries) at
which a fault/error is injected were randomly selected.
When the program execution reaches the location where the
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TABLE 2

Error Detection Coverage

for Test1 without ECCA

Detection Coverage without ECCA
Error Models System | Timeouts User Undetected | Owverall
Detection Detection Coverage
AddIF 61.8% 0.6% 12.1% 25.6% 74.5%
AddIF2 82.5% 0.4% 6.3% 10.8% 89.2%
AddOF 71.2% 0.1% 7.7% 21% 79%
AddOS 57.8% 0% 6.7% 35.5% 64.5%
DatalF 61% 0.6% 14.5% 23.9% 76.1%
DataOF 17.7% 1.9% 12.5% 67.9% 32.1%
DataOS 31.3% 0.4% 9.0% 59.3% 40.7%
CndCR 0% 0% 7.7% 92.3% 7.7%
TABLE 3
Error Detection Coverage for Test1 with ECCA
Detection Coverage with ECCA
Error Models System | Timeouts User ECCA | Undetected | Overall
Detection Detection Coverage
AddIF 46.1% 0.1% 2.7% 44.7% 6.4% 93.6%
AddIF2 74.2% 0% 0.9% 22.6% 2.3% 97.7%
AddOF 63.6 % 0.1% 1.4% 30.2% 4.7% 95.3%
AddOS 65.3% 0% 1. 5% 24.7% 8.5% 91.5%
DatalF 49.1% 0.1% 2.7% 43.6% 4.6% 95.4%
DataOF 4.8% 0.5% 3.5% 72.9% 18.3% 81.7%
DataOS 4.9% 1.1% 1.8% 83.4% 8.8% 91.2%
CndCR 0% 0% 2% 76.5% 21.5% 78.5%

fault should be injected' the program execution is stopped
and a software trap is activated. At this point, the error is
injected by modifying the internal state of the processor
with respect to the requested error model [1]. The program
is then allowed to proceed.

Results for over 400,000 injected errors are presented in
this paper. The number of runs for every experiment was
based on obtaining the same system behavior (+/ — 0.5%)
even after increasing the number of runs in the experiment.
The system behavior is defined as the percentages of
“detected” and “undetected” errors, as well as the con-
tribution of each of the embedded error detection mechan-
isms. For some of the experiments, the response of the
system became consistent at 10,000 runs, while for others,
the behavior of the system became consistent at 20,000 runs.

In each experiment conducted, a selected application is
first run without injecting an error in the system. The
output, named reference, is written to a file for future
comparisons. A fault or error is injected into the system
while running the application. If no error detection
mechanism is triggered, the output of the current run is
compared with the reference. A difference between the two
outputs indicates an error has resulted in a wrong output

1. Fault location is also called target address.

and that the error was not detected by any of the error
detection mechanisms. This would contribute to the lack of

coverage of the mechanism.
The following test programs were used for the

experiments.

1. Testl: This test program has all the C language
branch constructs (if, for, while, case).

Test2: SPEC benchmark (Benchmark Release 1.0)
008.espresso. Espresso is an integer benchmark and
performs set operations such as union, intersect, and
difference for the minimization of Boolean functions.
It takes as input a Boolean function and produces a
logically equivalent function possibly with fewer
terms. Both the input and output functions are
represented as truth tables. Approximately 50 source
files comprise Espresso’s body of source code.
Test3: SPEC benchmark (Benchmark Release 1.0)
022.li. This is a CPU intensive integer benchmark
(basically, a LISP interpreter written in C) and
performs minimal I/O. The input file to the
interpreter contains Lisp code that defines the 8-
queens problem. Due to the extensive time it takes
for computing the solution to a single instance of the
problem on a SUN 4 workstation and because of the

2.
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TABLE 4
Error Detection Coverage for espresso without ECCA

Detection Coverage without ECCA
Error Models System | Timeouts User Undetected | Owverall
Detection Detection Coverage
AddIF 76.4% 1.9% 12.6% 9.1% 90.9%
AddIF2 90.1% 0.7% 5.4% 3.8% 96.2%
AddOF 91.6% 0.9% 4.7% 2.8% 97.2%
AddOS 88.8% 0.8% 7.3% 3.0% 97%
DatalF 86.9% 1% 8% 4.1% 95.9%
DataOF 77.8% 1.8% 12.2% 8.2% 91.8%
DataOS 80.4% 3.7% 10.6% 5.3% 94.7%
CndCR 26.7% 0% 53.3% 20% 80%
TABLE 5
Error Detection Coverage for espresso with ECCA
Detection Coverage with ECCA
Error Models System | Timeouts User ECCA | Undetected | Overall
Detection Detection Coverage
AddIF 328 % 0.5% 10.6% 55% 1.1% 98.9%
AddIF2 65% 0.8% 2.5% 30.8% 0.8% 99.2%
AddOF 69.4 % 0.9% 1.3% 27.8% 0.6% 99.4%
AddOS 61.3% 0.3% 3.4% 34.3% 0.6% 99.4%
DatalF 47% 0% 3.8% 48.1% 1.1% 98.9%
DataOF 35.1% 0.9% 5.1% 56.4% 2.5% 97.5%
DataOS 17.3% 1.1% 71% 73% 1.5% 98.5%
CndCR 25% 0% 0% 75% 0% 100%

necessity to execute it a large number of times for
our fault injection experiments, the input file was
modified to the 4-queens problem.

Tables 2 and 3 present the fault injection results for Testl
program with and without ECCA enabled. As can be
observed from tables, the ECCA mechanism is quite power-
ful and increases the overall error detection coverage by
about 20-25 percent. The ECCA, in some cases, has a very
large error detection coverage influenced by the type of fault
injected. We also observed that ECCA provides better
coverage than CCA; however, that has been a foregone
conclusion even before the experiments were conducted.

The results for espresso are given in Tables 4 and 5. The
last row in the table (which is fault injection into the
processor status register) is misleading, as only four faults
of the entire injection campaign caused errors and the rest
resulted in dormant errors. Of these four errors, three were
caught by ECCA and one was a bus error. More fault
injection experiments need to be performed to obtain more
accurate coverage values under this fault model.

One peculiar aspect of the injection on the 022.1i
benchmark is the relatively large percentage of time-out
errors that occurred when injected with transient faults. As
seen in Tables 6 and 7, the ECCA mechanism has also
indirectly reduced the percentage of time-out errors.

As in the case of the espresso experiments, the fault
injection results given for the CndCR fault model is
statistically incorrect as only a limited number of the faults
injected resulted in nondormant errors. One may have to
run at least a million injections for that model to obtain
more accurate numbers.

Note that the purpose of the second and third tests was
to see how the coverage of the detection mechanisms will
change when applied to larger application programs. From
the results presented in the section it has been obvious that
the proposed techniques provide very high coverage even
for large programs such as the SPEC benchmarks.

4 CONCLUSIONS AND FUTURE RESEARCH

In this paper, we have presented the concepts and
implementation of high and intermediate level software
based approaches for on-line control flow monitoring. Fault
and error injection experiments were conducted to deter-
mine the coverage provided by ECCA. The experiments
showed that the ECCA technique require minimal memory
and performance overhead. Error detection coverage
measured for the selected programs including the SPEC
benchmark programs were was 98 percent. The results
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Detection Coverage without ECCA
Error Models System | Timeouts User Undetected | Owverall
Detection Detection Coverage
AddIF 74.3% 18.7% 1.9% 3.2% 96.8%
AddIF2 87.3% 8.6% 0.8% 3.8% 96.2%
AddOF 85.6% 10.6% 0.3% 3.5% 96.5%
AddOS 78.8% 12.8% 3.6% 4.8% 95.2%
DatalF 85.5% 11.2% 1.4% 1.9% 98.1%
DataOF 72.5% 19.5% 3.2% 4.8% 95.2%
DataOS 72.3% 18.8% 3.9% 5% 95%
CndCR 56.7% 36.7% 0% 6.7% 93.3%
TABLE 7
Error Detection Coverage for 022./i with ECCA
Detection Coverage with ECCA
Error Models System | Timeouts User ECCA | Undetected | Overall
Detection Detection Coverage
AddIF 50.2% 10.6% 1.5% 36.5% 1.2% 98.8%
AddIF2 74.1% 4.4% 0.6% 19.1% 1.8% 98.2%
AddOF 65.4 % 7.2% 2% 23.6% 1.8% 98.2%
AddOS 68.8% 8.2% 1.4% 18.4% 3.2% 96.8%
DatalF 61.7% 4.2% 0.9% 31.7% 1.4% 98.6%
DataOF 54.3% 14.9% 1.7% 27.2% 1.9% 98.1%
DataOS 44.3% 12.1% 3.1% 37.5% 2.9% 97.1%
CndCR 27.7% 16.7% 0% 55.6% 0% 100%

confirmed that the ECCA technique is capable of detecting
data line, address line, control line, and register errors.

Albeit the low overhead required by the proposed
technique, it has been observed that considerable reduction
in memory and performance overhead can be achieved for
ECCA through selective insertion of the assertions which
makes it ideal for real-time systems. Moreover, ECCA’s
architectural portability allows its implementation on
heterogeneous distributed systems. Research is underway
to develop systematic methods to place the assertions in
order to maximize error coverage and minimize overhead,
with the help of analytical evaluations and experimental
studies using FERRARI [1].
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