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Abstract ant systems.

The first attempt analyzing ABFT systems was made by
We present an efficient design method of Algorithm- Banerjee and Abraham[2] who proposed a graph-theoretic
Based Fault Tolerant(ABFT) systems based on Modifiedmodel. Also, the matrix-based model presented in [7] sim-
Processor-Data(MPD) graph which maintains the data de- plified the analysis procedure by introducing the new neces-
pendent information between data elements for a givensary and sufficient conditions for the fault detectability and
computation. We investigate the fault detectability and |ocatability of ABFT systems. These models have not ad-
locatability for k-fault in terms of error patterns, and a dressed error generation and error propagation for a given
check scheme for single—fault Iocating and two-fault detect- system. Therefore there may exist some redundant error
ing ABFT systems is derived. With the full use of data patterns in analyzing and designing ABFT systems.

dependent information together with an appropriate error Such redundant error patterns may be a cause of an in-

propagation .model, thg number of checks can be recmcedcrease in the complexity and the number of checks in ana-
compared with conventional processor-data model.

lyzing and designing ABFT systems, respectively. This sit-
uation motivates the investigation of more efficient model
so that the analysis procedure is simplified and the number
1. Introduction of checks is reduced. To achieve such objectives, we intro-
duce data dependent information between computation re-
The advent of cost-effective VLSI components in the sults computed by.processors. Since d.ata dependepcy gives
past few years has made commercial development of mul-8n us_eful_|nformat|on fqr error generation/propagation, we
tiprocessor systems feasible. Since the probability of one€an Simplify the analysis procedure and reduce the number
or more processors failing in such multiprocessor systems®! Checks by using data dependent information in analyzing

is quite large, it is desirable to build some fault tolerant fea- 2nd designing ABFT systems.
ture into them. But the requirements for high performance  In this paper, we will discuss an analysis model based
and fault tolerance are seemingly contradictory. Cost ef-On MPD graph, its effectiveness in designing ABFT sys-
fectiveness has always been a major concern in designingems and constructing checks feffault detectable and lo-
VLS| systems. Therefore a useful objective of research is tocatable ABFT systems. Also, we will discusigle-fault
devise techniques for incorporating fault tolerance at lower detectability and locatability so that checks can be directly
cost without sacrificing the performance. obtained from MPD graph, and provide a heuristic method
The technique called algorithm-based fault toler- in constructing checks fosingle-faultlocatable andwo-
ance(ABFT), suggested by Huang and Abraham[2], dealsfault detectable ABFT systems.
with concurrent error checking at a high level to achieve the  The rest of the paper is organized as follows. In section
above objectives. ABFT techniques have been proposed for2 we define faults, errors, and checking operations with re-
various signal processing computations such as matrix opergard to ABFT systems. The analysis model based on MPD
ation, Fast Fourier Transforms(FFT), QR Factorization, and graph and its effectiveness are described in detail in Section
so on. Due to the increasing popularity of ABFT applica- 3. In section 4 we present the fault detectability and lo-
tions it is desirable to have a general model and methodol-catability fork-fault from the relations of error patterns and
ogy for system analysis to design more efficient fault toler- data elements. An efficient designsihgle-faultdetecting



and locating ABFT system from MPD graph is presentedin  The checks introduce redundancies in the computation

section 5. Finally, we conclude in section 6. to detect and locate faults in the system. In general, the re-
dundancy to implement the checks increasels iagreater.
2. Terminology The (g,1) check should be more practically implemented,

and we will use in this paper only (1) check with arbitrary

In this section, we will define faults, errors, and checking but finiteg.
operations with regard to multiprocessor systems which are We assume that the checks in a system consist of
candidate architectures for the application of ABFT tech- ¢1,¢C2," -+, ¢, ", Cq. The state of the checks in the sys-
niques. The basic terminologies are based on [7]. tem can be represented bycabit binary sequence. The

A fault is any condition that causes a malfunction in pro- ¢th bitin the sequence is 1 if cheek outputs 1, else it is 0.
cessor(s). An error is any discrepancy between the expected his Q-bit binary sequence is usually called thgvdrome.
result of an operation and the actual result of the operation A system is said t&-fault detectabléf some check re-
under fault of the processor which performs the operation. ports error for any fault pattern of size at mdst Also a
A fault in a processor is assumed to be manifested as arsystem is said t&-fault locatableif each fault pattern of
error in one or more data elements affected by it. In gen- size at mosk can be uniquely identified by the syndrome.
eral, a fault in ABFT scheme is detected by detecting errors However, since an ABFT system indirectly tests the faults
in the results generated by the processor. The problem ofdy errors and there may exist some unobservable fault, we
detection of various faults is translated to the problem of will redefine the fault detectability and locatability in terms
detecting errors in the computed results. However, we mustof error patterns for disregarding the existence of the unob-
note that certain types of faults may not produce any errorservable faults.
at all. Therefore, if a particular fault does not produce any
error in data elements computed by a processor, we say th@efinition 1 (k-Fault Detectable) An ABFT system is said
fault to beunobservable and may disregard the presence of to k-fault detectable if for each error pattern induced by k-
that fault. That is, if a fault is unobservable, then we don't fault, there is at least one check that certainly outputs 1.
distinguish between this case and the fault-free case because
the result of the computation is correct. Hence, an error im- pefinition 2 (k-Fault Locatable) An ABFT system is said
plies the presence of a fault in the computing system. to k-fault locatable if for any pair of error patterns, one is

The main target application regarding in this paper is the induced by a fault pattern in k-fault and the other is induced

linear algebra based computations such as matrix operationgy any other fault pattern in k-fault, there is some check that
and signal processing. And we assume throughout this pacertainly gives a different output.

per that, whichever a processor is normal or faulty, the pro-
cessor always outputs an erroneous result if at least one in- . .
put data for computing the result is erroneous. 3. Analysis Model using MPD Graph
A collection of one or more faults(errors) is called a
fault(error) pattern. If there areM processors in the  3.1. MPD Graph Model
system, there ar2™ — 1 possible fault patterns. Fault pat-
terns consisting ok or fewer elements(faulty processors) An algorithm which can be represented bgpendence

are calleck-fault _ o Graph(DG), Gp(Vp,Ep), is considered, wherép denotes

A check on the data element is any combination of hard- s set of vertices each of which represents an operation as-
ware and software procedures performed on the data elegqciated with data element, primary input or primary out-
ments to generate an output either 1 or 0. The set of data e"put, andE) denotes the set of directed edges each of which

ements checked by a check is calledisa sef We assume o oqents the data dependency from source to destination
that the capability of a check is limited to@ k) check, and | o tices.

the (g,h) check is defined op data elements such that the In the practical implementation, vertices in DG are

result of the checking operation is as follows: mapped into processors by a mapping functidp, where
1. The check reports errar¢. outputs a 1) if it deter- A/, is assumed to map vertices of primary inputs and pri-
mines that there is at moatdata elements in its data mary outputs into themselves. As a result, an implemen-
set being in error. tation of a givenGp(Vp,Ep) is modeled as the compu-
tation graphG.(V.,E.), where V.={M;(v)lv € Vp} is
a set of vertices which represent processors, primary in-
puts and primary outputs arft.={ (M s (u),M(v))|(u, v)€
3. The check is unpredictable if the number of erroneous Ep, M(u)# M¢(v)} is a set of directed edges which rep-
elements in its data set is greater than resent data dependencies between processors and between

2. The check passeés{. outputs a 0) if it determines that
there are no errors in the data elements in its data set.



processors and primary inpytsutputs. Various implemen-

tations can be obtained by choosing various mapping func-

tions. The problem of how to choosé; is out of our con-
cern, and we assume that the mapping functidp is a
priori given.

is the set of all error patterns induced by a fault pattgtn

We assume that a given algorithm is executed on a set

of M processorgq, ps, - - -, py and generated data ele-

mentsd;,ds, - -, dy as results. Frond., we can obtain a
directed acyclic grapt(V,E) which is called MPD graph.
V(=V, U Vy) denotes the set of nodes of processdys(
and data elementgf) andE(=E,4 U E44) denotes a set of

edges each of which represents either the relation betwee

processors and data elemerits,, if a processop,, pro-
duces a data elemedy},, then p,,,d,)€ Epq, Or data de-
pendency between data elemerits,, if one data element
d; is used as an input for computing other data elerdgnt
then ¢;, dj)e Egq.

Pi Pj Pi g

d
pi dj
P g
O denotes primary output
@ denotes primary input Pk dy

(a) Dependence graph G p (c) MPD graph G

Figure 1. Description of MPD graph model.

In the following, we introduce several notations for fault
patterns and error patterng! is a set ofi processors and
indicates one fault pattern of the size

C(M,i)
Fi= J {f} 1)
=1

is the set of all fault patterns of their size exaatlywhere

C(M, i)= 3755 - And

)

is the set of alk-fault patterns.
On the other handz? is a subset o¥/; and indicates one
error pattern.

@)

C(M,i)
E; = U el 4)
=1
k
EF = U E; (5)
=1

are the sets of error patterns induced by fault patterr§ in

@nd those inF'*, respectively.

To construct error patterns, if it is needed, we consider
adjacency matrice® D and DD and areachable matrixk
as follows:

1. [PD];;: 1ifthereis a directed edge from to d; and
0 otherwise.

2. [DD];;: 1ifthere is a directed edge frod to d; and
0 otherwise.

3. [R];;: 1ifthereis a path fromd; to d; and O otherwise.

From these two adjacency matrices and the reach-
able matrix, first we construcE;. And then we obtain
E5, Es,---, E from Eq, recursively. That isfE; consists
all of the availablepairwise unionsof all elements inF;
and those inF;_ .

3.2. Effect of MPD Model

To show the effectiveness of MPD model, we will con-
sider the following algorithm as an example. Data element
d; is computed by operation; fori = 1,2,---, M. And
data elementdl; is used as an input for computing the data
elementd; ; fori =1,2,---, M — 1 andd,, is not used as
inputs for computing any other data elements. We assume
that operations are mapped into processorsria-to-one
fashion so that data elemedd} is computed by processor
pi;- The conventional PD graph[2] and the proposed MPD
graph for this situation are illustrated in Figure 2.

Assume that we want to construct a set of checks such
that the designated systensiagle-fault detectablg=or the
case of the conventional PD grag¥, checks are needed to
detectsingle-faultbecause a fault ip; may affect all of
data elements to be erroneous, so all available error pat-
terns induced by faulty processoyr are all of the available
combinations of data elemends, ds, - --,d,;. However,
for the case of the proposed MPD graph which introduces
data dependent information, we can detect single-fault to
just one check ford; because error pattern induced by
faulty processop; always includes the data elemet.

Also there does not exist any check to locate single-fault
in the conventional PD graph because the faulty processor
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Figure 2. The conventional PD graph and MPD
graph for a given algorithm. ED graph Ggp

Figure 3. Construction of checks for k-fault

detectable ABFT system.
p1 and another faulty processors can not be identified by

the syndrome. But single-fault in MPD graph can be lo-
cated byM checks: one check for each data elemént
Thus, there always exist checks to locate single-fault in the L .
proposed MPD graph. In most cases that there exist dat exactly one data elgmentua.ls in error. Hence, there is at
dependencies between data elements computed by procef%@aSt one check which certainly outputs 1 for each error pat-
sors, the designated ABFT system in the proposed MPD
graph can be implemented with fewer checks than the con-
ventional PD graph.

The details on fault detection and location based on MP
graph for ABFT system will be discussed in the following
section.

ern induced byf;, 1 < i < |F*|. (2) necessary condition
The proof is by contradiction. Suppose that, for a certain
error patterre;,,, g, [|c, N ew|=0 or |c, N es,| >2]. If
D leq Neiy|=0, thene, certainly outputs O for the error pattern
eiu- If |cg Nes| >2, then the check, is unpredictable be-
cause the chedk, is (g,1) check. Hence, there is no check
that can certainly output 1 faf;,,. This is a contradiction.
- e Now, we will discuss k-fault locatable system. Analyz-
4. Fault Detectability and Locatability in terms ing ABFT system for its fault locatability is a much harder
of Error Patterns problem when compared to the problem of analyzing the
fault detectability. This is the reason that, in the case of
In this section, we describe fault detectable and locat- fault locatability, we have to determine not only whether a
able system based on the proposed MPD graph modelfault pattern is detectable but also whether the fault pattern
To simplify the notations, leff; be a fault pattern inF’* is distinguishable from other fault patterns.
and lete;, (€ E*) be theu-th error pattern induced by
a fault patternf;. To describe fault detectability and lo-
catability, first we introduce anndirected bipartitegraph
Gep(Vep, Egp) which describes the relation between
error patterns and data elements. The set of vertices
Vep(=E* U V) denotes the set of error patterfd) and
the set of data elements(), and the set of edgesgp de-
notes the relation between error patterns and data elements
. if the data elemend,, is contained in an error pattees,
induced by a fault pattery, then there exists an undirected

edge(a~ d ) Fault patterns Error patterns Data elements Checks
uytnj- .
In the following, letC' = {c1,c¢2,---,¢q,--,cQ} be a ED graph Ggp
set of checks an{{V, E), C) be an ABFT system.
Lemmal An ABFT system((V, E),C) is k-fault de- Figure 4. Construction of checks for k-fault
tectable if and only if for each error pattern;,, 1 < locatable ABFT system.
i < |F*|, there is at least one cheek € C such that
leNeqw| =1.

Proof: (1) sufficient condition If |¢, N e;,|=1, then the
checke, certainly outputs 1 for an error pattesp, because  Lemma 2 If an ABFT systen§(V, E), C) is k-fault locat-



able, then for any pair of error patterns,, ande;,, ¢ # j, For a given MPD graph/(V, E) with M processor nodes

1 <i<|FF, 1<) <|F*, e ®ej, # 0, wheres and N data nodesD(p,,,) denotes the set of all data ele-
denotes the symmetric difference. ments which are reachable from the procegsgr Note
that D(p;) is equivalent to the largest error pattern induced

Proof: The proof is by contradiction. Suppose that for by single-fault patterdp; }.

i # j, the symmetric difference of the error patteepsand _ .

ej, is empty. Whenf; and f; inducee;, ande;,, respec- Let Di={Di1, Dia, -+, Diw: }, i W 1,2,---, M, be a
tively, the syndrome fof; and the one foif; are the same ¢\ <ot family of D). where Db, )= [ D. . D.. denotes
because;, = e;,. Hence, there is no way that the checks y of Dii) k) wL:J1 nen

can distinguishy; andf; for i # j. This is a contradiction.  the set of all data elements which are reachable fromvthe
Lemma 3 An ABFT systert(V, E), C) is k-fault locatable adjagent data element of the procegsoV; is the number
if for each pair of error patterns;, ande;,, i # j,1 <i<  ©f adjacentdata elementspf

|F*|,1 < j < |F¥|, there is at least one check-pairc C' Lemma 5 An ABFT systen((V, E), C) is single-fault de-

andc’ € C such that tectable if for eachD;, 1 < i < M, there is a set of
lc N (eiu © €jp)| = 1and|cN (e Nejy)| =0 checksC; = {co,c1,--,¢s,---,cs,} C C such thatC;
" Nejo| = 1if [eN (e — €ju)| =1 is recursivelyuntil D is empty defined as follows,
| New| =1if |eN(ejy — €w)] = 1. DY = D;

Proof: From the definition ofc-fault locatability, the syn-

dromes for two error patterns;, ande;, which are in- Cs M U Diw || =1

duced by two-distinct fault patterrfs and f;, respectively, Diw€D;

have to be different. Led;; be a data element contained D{*' = D — U {Diw}

in both e;,, ® e, and ¢ so thatjc N (e;, @ ej,)|=1 and lecsNDjw|=1

|cm_(ewﬂejv)|=0. ,If- dij is inejo, thenjc’ Ne|=1andthe  proor Note that all of the available unions of elements
partial syndrome’ is 01 and 11(or 1X) forf; and f;, re- jn . hecome all error patterns for the single-fault pattern
spectively, where X denotes that the check is unpredlctable.{p,}_ The checke, detects the largest error patterngij
Similarly, if d;; is in ey, then|c' N e;,[=1 and the partial 5,4 gome other error patterns which are all of the avail-
syndromezc’ is 11(or 1X) and 01 forf; an(jfj', respectwely. able unions oD;,,’s such thajcy N D, |=1. The check,
Therefore,f; and f; are detected and distinguished by the yetects error patterns which are all of the available unions

check-pairc andc'. of Dy,’s such thatjc, N D;,|=1. Together with the def-
Lemma 4 If an ABFT systend(V, E), C) is k-fault locat- 5
able due to Lemma 3, then it is also 2k-fault detectable. inition of D;*', D; — D;*' = [ U (D}

a=1 | [caNDiw|=1
and{co,c1,- -, cs} can detect error patterns which are all
of the available unions of elements I; — D{*'. Since

Proof: It is clear that if an ABFT systen§(V, E),C) is
k-fault locatable, then it is alsb-fault detectable because
from the proof of Lemma 3, the check-paiandc¢’ can de-
tecte;,, ande;,. The error patterns induced by -Zault are

obtained by taking all available pairwise unions of elements Cs+1 1S selected so that, N U Diw || =1, then

in E¥ and elements i;,. Hence we will prove whether s » DiweD] " o
the checks detect the error pattefp U ej,, 1 < i < |[F*|,  |Di—Dj™"| 2 |Di— D" +1, and henceD; — D;™
1 < j < |F*|. Since exactly one data elementeig U e;, becpmes to contain all elementsiihy after appropriate it-
in E2F is in data set of the cheekthe error pattern;, Ue;, erations.

can be detected byfrom Lemma 1. Therefore, the checks | emma 6 An ABFT system((V, E),C) is single-fault
which consist of these check-pairs can detéetault. locatable if for each pair oD; and D;,i # j, 1 <i < M,

1 < 7 < M, there is a set of checké';;=C', U
5. Single-Fault Detecting and Locating System (J®_ c¢’) < ¢, where C.={co,c1,-+,¢p,- - R}
from MPD Graph and C}={c}g, ¢}y, -+, ¢y, -+, Chp, } Such that they are
recursivelyuntil either D or D7 is empty defined as
In the previous section, fault detectability and locatabil- follows,
ity are discussed in terms of error patterns. However, in DY = D;
general, to generate error patterns is a costly task, and aIsoD? =D;
the number of error patterns is too large to maintain for anal-
ysis and synthesis. In this section, we descsilngyle-fault cr N U D, @ U Dj. ||=1and
detectability and locatability on MPD graph. D;,€D7 D;.€D}



Data elements

Figure 5. Construction of checks for single-
fault detection.

en| U Dwn |J Di-)|=0
DinDf DJ'ZED;‘
if |c, N U Diw = 1, then O/, DI
D;w €D}
D;."“ are,
0 -
D" = D7
D]‘ZED;b
(b+1) _ b
pi"=pp— |J (D}
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and

and

Proof: From Lemma 5, iflc, N U D;, | |=1, then
D;weDy
¢ detects error patterns which are all of the available unions

of D;,’s such thatle, N D;,|=1 andC]. detects all error

patterns in U D;., while ¢, outputs 0 for every error
DszD;.‘

pattern in U D;. Accordingly, the partial syndrome
DjZGD;.‘

CrCroCry -+ ., IS different for any one of error patterns

which are all of the available unions d,,,’s such that

le, N Dy, |=1 and any one of error patterns inU Dj..

Dj.eD?
Now the remained pairs of error patterns to be distinguished
are all element pairs ab; — U {Diw} = D{“

‘CrﬁDiw |:1

U Dj. ||=1is
DjZGD;.‘
the same buD; and D7 are updated differently. Totally,
the set of checkg’;; can distinguish fault patterngp; }
and {p;}. Therefore, if there is a set of checkg; for
i #75,1<i< M, 1< j < M,thenthe ABFT system
((V, E), C) is single-fault locatable.

and D} = Dj*'. The caselc, N

€00

JCo1

) Cob
O 0By

Data elements

Figure 6. Construction of checks for single-
fault location.

Lemma 7 If an ABFT systen)(V, E), C) is single-fault lo-
catable due to Lemma 6, then it is also two-fault detectable.

Proof: Let U;, be one of all available unions of elements
in D; and letU}, be one of all available unions of elements
in D;. ThenU;;(=U;, U Uyy) is one of the error patterns
induced by the fault patterfp;, p;}. From Lemma 6, since
exactly one data element Uy;; is in the data set of,., U;;
can be detected by.. Since every error pattern for the
fault pattern{p;, p;} has the formU;, U Uj;,, the single-
fault locatable ABFT system by Lemma 6 is also two-fault



detectable system.
Now, we introduce a greedy algorithm to construct
checks for single-fault locating and two-fault detecting

CHK _LOCATE( D(pm),Dym,C HK)

. o 1CHK «+ 0
ABFT system. Letc and ¢’ be a check-pair satisfying 2forl<i<j<M
Lemma 6: c and ¢’ are inC,. and (Y, respectively. Let g 0; D(pi_)
Dq, be the set oD;,,'s(or D;.’s) which includes the data Q; « D(p;)
elementd,,. The algorithm shown in Figure 7 finds data el- ¢ T:<— D; !
ements to be checked by checks, and always retUfig 6 Tj+ D,
if there exists a set of checks given by Lemma 6. 7 while(Q; #0& Q; # 0)

8 if(cis notinCHK such thalen (Q; © Q;)| = 1)

6. Conclusions 9 ¢ + d,, with the maximum cardinality

In this paper, we present a model based on MPD graph 10
which is addressed the data dependent information in 11
designing ABFT systems. By using this model, the number 12
of checks can be reduced for most cases that exist datal3
dependencies between results computed by processorsl4
Also we presentk-fault detectability and locatability in 15
terms of error patterns, and present single-fault detectability 16
and locatability on MPD graph. Finally, we introduced a
greedy algorithm for single-fault locating and two-fault 17
detecting ABFT system. 18
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D;:€T;

33 returnCHK

Figure 7. A greedy algorithm for constructing
checks of single-fault locating and two-fault
detecting ABFT systems.



