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A lesswell known set of techniques, collectively called

Algorithm Based Fault Tolerance (ABFT) is the collective Result-Checking (RC) [5], comprises theoretical work on
name of a set of techniques used to determine thedeveloping low-redundancy checkers to verify the result
correctness of some mathematical calculations. A lessof various kinds of mathematical functions, including
well known alternative is called Result Checking (RC) most of those for which ABFT agorithms exist. RC has
where, contrary to ABFT, results are checked without the attraction of being problem-based, that is, it does not
knowledge of the particular algorithm used to calculate depend on the algorithm used to solve a problem, but only
them. on the mathematical function being cal cul ated.

In this paper a comparison is made between the two using 1he idea behind this paper is to compare these two
some practical implementations of matrix computations. different approaches. We use three different criteria for
The criteria are performance and memory overhead, easethat comparison.

of use and error coverage. For the latter extensive error ~ First we examine the error coverage. Since there is no
injection experiments were made. To the best of our@naytical way of calculating it under realistic fault
knowledge, this is the first time that RC is validated by mModels, we used our Xception fauilt injection tool [6] to
fault injection. determine that coverage experimentally. To the best of our

We conclude that Result Checking has the importantknowledge, this is the first time that RC is validated by

advantage of being independent of the underlying faultinjection.

algorithm. It also has generally

less performance

The second criterion is the overhead, both in

overhead than ABFT, the two techniques being essentiallyPerformance and in memory usage.

equivalent in terms of error coverage
Keywords:  Result-checking, ABFT, Fault injection, Error
Detection, Matrix operations.

1. Introduction

Algorithm-Based Fault-Tolerance (ABFT) [1] [2] isa
very effective error detection technique, applicable to
various matrix computations that are central to many
scientific and engineering programs. Essentially some
additional calculations are added to (mostly linear) matrix
transformations, enabling a check at the end that provides
very high error coverage with low performance overhead.
Besides, ABFT complements very well other low
overhead error detection methods, like memory protection
and control flow checking [3] [4].

! This work was partially supported by the Portuguese Ministério da

Finaly, we consider the ease of use, where essentially
the ease of programming is taken into account.

We left out of our comparison one aspect where ABFT
would do better than RC, namely fault localization and
error recovery, studied extensively e.g. in [7] (RC has no
such capability). We did that because fault localization
and error recovery are available only for a subset of the
ABFT agorithms, and because they are only possible in
multiprocessor architectures like systolic arrays, where
very good fault containment exists between the several
processors involved in the computation. For the more
general case where no such fault containment exists or is
quite imperfect, these features of ABFT are of little use.

In this way our conclusions make no assumption about
the underlying architecture.

The mathematical calculations that we used in our
experiments were matrix multiplication and QR
factorization, two widely used algorithms for which ABFT
and RC techniques are available. A third case study is
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This small set of computations is quite representative, and required additional processors to compute the
being nuclear in four standard problems of numerical checking operations. In those systems each processor
linear algebra: linear systems of equations, least square calculates a bounded number of data elements, and the
problems, eigenvalue problems and singular vaue fault model considered assumes that if only one processor

problems. These are the problems that constitute for at a time fails (single fault assumption), then only a
instance the Lapack [9] and Scalapack libraries. bounded number of output data items could be wrong.

To make our study as impartial as possible, for the Schemes for general-purpose multiprocessors have also
ABFT mechanism applied to matrix multiplication and been developed for several numerical algorithms like
QR factorization we used the source code produced by matrix multiplication, LU and QR decompositions, Fast

Chowdhury [7][1], that implements ABFT assuming a Fourier Transforms and Iterative solvers for partial
single fault model. To study the RC mechanism for those differential equations ([11] [1] [12]). These works have

cases, we have eliminated, from that code, the ABFT considered the following fault-model: The processor that
checkers, and introduced Freivalds’ simple checker for reads in and distributes the data, collects and interprets the
matrix multiplication described in [8]. results, is assumed to be fault free. It is called the host.

For matrix inversion (using LU decomposition) we The processors that perform the computations (the nodes)
used routines from the public domain library LAPACK are the same that execute the checking operations. Each
[9], to illustrate the fact that a very important advantage of processor checks the results from another node and not its
RC is its capability to use practical code. In fact, many of own results. These nodes may be faulty and may corrupt
the "clean" mathematical algorithms used for the all the data they possess. Assuming a single fault model, if
derivation of ABFT algorithms are seldom used in a faulty processor produces wrong results, its checker
numerical analysis, for performance and stability reasons.processor will detect the fault. If an error only affects the
Adapting ABFT algorithms to those practical routines is execution of the test, it will signal as faulty the wrong
not a trivial task. For the LAPACK routines used in our node.
test case, we only used RC, that can use them as a black This model has some weak points: A fault may affect
box, and did not undertake the lengthy and complex taskthe data before the check columns and rows are
of deriving some ABFT variation for them. calculated, or after the results have been verified, but

The main conclusion is that the central advantage ofbefore they are safely stored somewhere, probably in the
RC is its independence of the underlying algorithm, being host's disk. Besides, it may not be realistic to assume a
able to use real numerical algorithms directly. It also hasfault free host. To overcome these problems we have
generally less performance overhead than ABFT, the tworecently proposed a technique that complements the fault
techniques being essentially equivalent in terms of errortolerant capabilities of ABFT, protecting that part of the
coverage. program that ABFT does not cover, namely input, output

The structure of this paper is as follows: in sections 2 and the execution of the test itself. Since the method can
and 3 the concepts of ABFT and RC are reviewed andbe applied to any calculation that is checked by an
section 4 describes the fault injection process. Sections fssertion (like e.g. a Result Checker), we call the general
and 6 describe the experimental evaluation for themethod "Robust Assertions" [13]. We have considered
problems of matrix multiplication and QR factorization that extension to ABFT in the experiments described in
respectively. Section 7 describes the results for matrixthis paper.

inversion and section 8 presents the conclusions. Another important issue related to ABFT (and RC) is
the rounding error inherent in all floating-point
2. Algorithm based fault tolerance computations, which means that the test made to

determine whether there was some error in an ABFT

ABFT was first proposed as a checksum scheme forprotected computation cannot be exact. A tolerance
matrix Operations [2] The input matrices are augmented|nterval has to be calculated to account for that rOUnding
with an additional checksum row and an additional €rror. This means that, if a fault prOdUCES an error whose
checksum column. Each element of the checksummagnitude falls inside the tolerance interval, that fault
column/row is the sum of the elements of the original won't be detected, which is probably reasonable since it
matrix that are in the same row/column. The augmentedcan be argUEd that it is not Signiﬁcant. Then the tolerance
matrices are then mu|t|p||ed using an unchanged interval will establish the threshold for what is considered
multiplication algorithm - in the end, the additional row an error and what is not. There are many works on
and column of the result matrix should still be the sum of deriving rounding error upper bounds [14]; a simplified
the elements of the same row or column. If that is not the€rror analysis to calculate the tolerance interval at run-
case, some error occurred. The initial ABFT schemestime for some ABFT techniques is proposed in [15].
have been proposed for systolic architectures, [2] [10],



3. Result-checking

It is often easier to check the result of a mathematical
function than to compute it. Starting from this idea, some
theoretical work has been done in the RC field [5]. The
concept of a simple checker for a function f, is presented

software fault injection and environment monitoring tool
that can inject transient faults in specific microprocessor
functional units such as Floating-point ALU, Integer
ALU, Data Bus, Address Bus, General Purpose Registers,
Condition Code Register(s), Memory Management Unit
and Memory. Each fault affects only one machine

as [8]: “a program which, given inputs x and y, returns instruction and one functional unit at a time.

the correct answer to the question, does f(x)=y?; The

The system used in this paper is a Parsytec

checker may be randomized, in which case, for any x and®owerXplorer with 4 PowerPC 601, each with 8 Mbytes
y, it must give the correct answer with high probability of memory, running Parix, a parallel OS similar to UNIX,
over its internal randomization. Moreover, the checker With a Sun SparcStation as the host. We have distributed

must take asymptotically less time than any possiblethe computations over three nodes, with the fourth

program for computing f."The initial motivation of this
work was to assure software-fault tolerance by checking
the result, instead of testing the program in a set of
random inputs or by a formal proof of correctness. There
are checkers proposed for very different areas such as
sorting [5], linear transformations [16] and algebraic

processor acting as the host.

In all experiments reported in this paper, the faults
injected were transient bit flips of one bit, randomly
chosen, applied to a randomly selected functional unit in a
randomly selected processor, time triggered (i.e. randomly
distributed during the program execution time). The fault

definition parameters have been exactly the same in all

The result checker that we will experimentally experiments, except for the duration of the program that
evaluate is Freivalds’ simple checker for matrix Was adapted for each case. Since our main purpose is to
multiplication described in [18] [8], that can be applied to compare ABFT and RC, in this work we only have
the three examples used in this paper: matrix considered faults in the processing nodes. The "Robust
multiplication, QR factorization and matrix inversion. Assertion” [13] technique would handle faults in the host.
Suppose that we want to verify if a computed matrix C is T0 classify the outputs we have done a component-wise
the product of the given matrices A and B. To do that we comparison between the result matrix (which is outputted
can check if the product of C with a random vector r is €ven when an error was detected) and a reference solution,
equal to the product of A with B times r,X&?Ax(Bxr)). obtained in a run with no injected fault. The outputs were
When C=AB, the condition is obviously verified; if classified as:correct output, no output -the program
C#AxB, the probability that a random r verifies terminates but does not produce any resirtieout - no

' . output because of a crash amang output - at least one
Cxr=Ax(Bxr) is very small. If we repeat the process for

- . matrix element is different from the reference value.

several values of r the probability that it detects an error
can be made arbitrarily high. Thus we have an®O(n
computation (where n is the matrix order) verified by an
O(r?) checker. _ , o _

There remains the problem of verifying the checker. In ~ Given two matrices A and [BR™, the usual matrix
[16] it is argued that: checkers are much simpler than theMultiplication algorithm computes each entyot matrix:
code they check, therefore less likely to have bugs. If theC=AxB as the dot product of A’s ith row and B’s jth
checker fails but the program is correct, there occurs acolumn. In Chowdhury’s algorithm [7] [1], the matrix A is
false alarm that alerts us to an error somewhere. Thedistributed block-wise by rows and B is replicated over all
situation when a checker incorrectly accepts a wrongProcessing nodes. Each processpmpéforms the sub-
result is the worst one. The authors claim that correlatedmatrix multiplication G=AixB using the sequential
errors that lead to such a situation are very unlikely. As toalgorithm described above. At the end, each node sends
the consequences of hardware faults (or software faultghe result sub-matrices back to the host, which
with similar effects), the protection of the checker can be concatenates them.
done by the "Robust Assertions" method referred before. ~ We have computed the product of two 270-by-270

Finally we should note that, like ABFT, RC also has double precision matrices with random entries chosen in
the problem of rounding error. the range (-100, +100). The error bound for that matrix-
matrix product was approximately 10(this is a
component-wise error bound obtained from the expression
IC - C< mlA|B| where C’ is the computed matrix and

We have evaluated our fault-detection mechanismsy,=nu/(1-nu), with n=270 andu=2" [14]). Since this

with a fault injection tool, called Xception [6], which rounding error bound is only an approximation, we did
emulates hardware faults at a very low level. Xception is anot use it to distinguish just two intervals (below and

expressions of trigonometric functions [17].

5. Matrix multiplication

4. Fault injection




above), but instead considered two additional small the algorithm the checker that verifies the checksum
intervals of the size of one order of magnitude, around column of C, and protecting the results with a CRC after
that central value, to enable a more precise understanding they were produced, as suggested in [13]. Table I
of the results. The considered intervals for the absolute presents the results for this enhanced version of matrix

difference between two corresponding elements are then: multiplication with ABFT. The percentage of undetected
Maximum difference less than 10°°, maximum difference wrong results is now approx. 2.3%. But we have an
between 10° and 108, maximum difference between 10® important qualitative difference. All the clearly wrong
and 107, and maximum difference greater than 107. This  results have been detected. This means that the probability
last group contains the “clearly wrong results”. of undetected “clearly wrong results” is very low for the

Another problem that we have faced was that somefault/error model used. In section 5.3 we present an upper
faults cause Not a Numbers (NaNs) - special codes usedound confidence limit for the probability of the
in the IEEE floating point format that when compared undetected errors. As can also be seen from the table the
with anything, including itself, always returns false. Since number of wrong outputs decreases while the number of
the original program did not handle them, we had to correct outputs grows. This is a natural consequence of
introduce some additional code to detect them. This actsadding test code
as an additional error detection method.

Matrix mult. with ABFT | no. of | % of | Undetected
5.1 Matrix multiplication with ABFT (checksum row only) faults | total no. | %

Correct Output 3944 44.5 - -

We have used the source code available from the work_No output 4 0.1 - -

of Chowdhury [7] [1] as described earlier. Because of | Timeout 1959 | 221 - -
ABFT, each node additionally calculates the checksum NaNs 4 0.1 0| 00
row of their part of the result matrix, and verifies the sub- Wrong diffé > ;0" i 2605 294 | 21| 0.2
matrix calculated by its neighbor, in a directed circular outputs 10" «diff. <10 82 0.9 0] 00
cycle. It should be noted that, probably for performance 10°<diff. <10° 66 07| 52| 06
and memory usage reasons, Chowdhury chose not to diff. <10° 194 22| 194 | 2.2
verify the checksum column, which can have some impact Total 8858 | 100.0 | 267 | 3.0
on coverage. In the comparison of the checksum vectorsTable! - Results of fault injection for matrix multiplication with
we have used a fixed tolerance of®10rhis was the ABFT (with checksum row only).

minimum value for which we did not get false alarms in

. . i i 0,
the data set used. This experimentally calculated tolerance Matrix mult. with ABFT | no. of | % of | Undetected

has the same magnitude of the error bound estimated for (and CRC) faults | total no. | %
the matrix multiplication. Correct Output 4029 | 47.7 -

The outcomes of the experiments are shown in table 1)-NO output 7l 01 -
following the classification described above. As can be| 'Mmeout 1813 | 21.5 -
seen only 21 faults (that is approx. 0.2%), that have NaNs __ 6 01| 0] 00
produced clearly wrong results, were not detected. The Wrong d'fi; >.10 _ 2303 | 273 0] 0.0
study of those cases has shown that 7 faults have beengypys |-+0 <diff- <10° 60| 07| 0] 00
injected in a low-level routine of memory copy, which is 10 <diff. <10 54 06| 30| 03
called from the communication routines used by our diff. <10” 169 20] 168 | 20
program. In a previous study [13], we have concluded that_Total 8441 | 1000 | 198 | 2.3

if we protect the results with a CRC, before sending them  Tablell - Results for matrix multiplication with ABFT
to the host, those faults are detected. The other 14 faults  (Versionwith row and column checksums and CRC)
have been injected in the line of the source code tha
performs the dot product of each A’'s row with each B’s
column. These faults were mainly injected in the integer
unit, and the bit that has been modified was always in the
less significant bits of the word. A manual analysis of one
undetected wrong result has shown that it corresponds to
situation where two errors in the same column cancel eac
other. Errors like these could be detected if the checksu
column of C would also be verified. We have approx.
2.8% of undetected small errors.

To improve the detection capabilities of ABFT we
have implemented a new version of the program adding to

t5.2 Matrix multiplication with result-checking

To evaluate the RC mechanism for matrix
multiplication we have used the initial program, without
ault-detection mechanisms, and added Freivalds’ checker,

escribed in section 3, to the code that is executed in the

ost. After reading the matrices A and B, the host
processor also reads a random vector r (with values in the
range (-1,1)) that was generated first. Then it computes
the two matrix-vector products, B and Ax(Bxr).
Matrices A and B are sent to the processing nodes and the



program follows as before. The host, after receiving the
result matrix C, computes the vector Cxr. Finadly the
component-wise comparison between the two check-
vectors, Ax (Bxr) and Cxr, is performed. The tolerance
value was 10, Again it was the minimum value for which
we did not get false alarms in the data set used. First we
have implemented the checker using just one random
vector. Table Il shows the outcomes of the experiments.
As can be seen all the clearly wrong results have been
detected. The value of undetected errors is slightly higher
than in ABFT cases (approx. 3.1%), including some

5.3 ABFT Vsresult-checking

The error coverage of both mechanisms for matrix
multiplication looks very similar. The values of
undetected wrong results are summarized in table V. We
assume that the injected faults are representative faults
that is, the selection probability of each injected fault is
equal to its occurrence probability. Thigmis an unbiased

estimator for the non-coverag€ of each mechanism
studied ( is the number of injected faults arfdthe
number of undetected faults). An upper 100y% confidence

results with a ma{:(imum gifference from the reference limit estimator for the non-coverage is given by
regjlt, betwgen 10'. and 107, (0.3%). We tried to improve (f +DF2(r +n2n- ).y
this mechanism using two vectors, that is, we checked the [19], where
result twice with different random vectors. (n+ )+ (f +DFacr +n2m-n.y

Table IV shows the outcomes of the experiments, with Fu,v2,y is the 100y% percentile point of the F
this second RC version. One random vector rl, with  distribution with vi,v2 degrees of freedom. The last
values in the range (-11), as the previous one, and @ . \umn of table V presents the upper 99% confidence
second vector r2, with values in the range (0.5). The it egtimates for the non-coverage of each mechanism
undetected wrong results are now approx. 2.7% but there studied.
were 4 “clearly wrong results” that were detected only
with the second random vector. This shows that small atrix multip. — undetected wrong outputs
variations in the random vector (we only changed the seed ] injected | diff> | diffs | — —
of vector rl1 between the two experiments) can have some Mechanism | o ™| 107 | 197 | C Coms
impact in the coverage of errors close to the rounding| ABFT row ch. only 8858 21 | 246 | 3.01% | 3.27%
error. whole ABFT+CRC 8441 0 198 | 2.35% | 2.63%

RC-1 rand. vect. 8866 0 273 | 3.08% | 3.33%

Matrix mult. with RC no. of | % of | Undetected RC-2 rand. vect. 8915 0 243 | 2.72% | 2.99%

(one random vector) faults | total no. | % Table V — Undetected wrong outputs, ABFT Vs RC, for matrix

Correct Output 3921 44.2 - - multiplication.

No output 13 0.2 - -

Timeout 1983 224 - - In summary we can say that the final version of ABFT
NaNs 11 0.1 ol 0.0 has a fault/error coverage greater than 97.37% and the
diff. > 107 2600 29.3 ol 0.0 final version of RC has a fault/error coverage greater than

Wrong 10°<diff. <107 82 0.9 27 1 03 97.01% with a confidence level of 99%.

outputs 10°<diff. <10 69 0.8 59 | 07 ABFT has a dlightly better coverage for small errors.
diff. Slo-g 187 21 187 21 Thisis eXplalned by the fact of that, inthe ABFT SCheme,

Total 8866 | 1000 | 273 | 3.1 each partial test verifies afraction of the data smaller than

Table Il - Results of fault injection for matrix multiplication
with RC (using one random vector).

Matrix mult. with RC no. of | % of | Undetected
(two random vectors) | faults | total no. | %
Correct Output 4027 | 45.17 - -
No output 14 0.16 - -
Timeout 1945 | 21.82 - -
NaNs 5 0.06 0 0.0
diff. >10” 2574 | 28.87 0 0.0
wrong 7y o2 giff.<10” 67| 075| 2] 002
outputs < "
107<diff.<10 80 0.89 43 | 0.48
diff. <10° 203 2.28 | 198 2.22
Total 8915 | 100.0 | 243 2.72

Table 1V - Results of fault injection for matrix multiplication
with RC (using two random vectors)

in the result-checking test. But then those are amost
certainly non-significant errors. For both mechanisms the
percentage of undetected small errors will depend on how
accurate is the tolerance value used to compare the check
vectors. After all we can consider that when a fault
detection mechanism does not detect errors of the same
magnitude as the rounding error this is not a “real failure”
of the fault-detection mechanism. In that case the
coverage lower bounds estimates became 99.95% for both
mechanisms with a confidence level of 99%.

Comparing the execution time of both fault-detection
mechanisms, both are checkers of {Pfor a calculation
of O(r’). Then we can expect that the overhead will be
negligible for large matrix sizes. But in the ABFT case
when we add the test for the second matrix dimension, we
are introducing additional communication. Moreover,
with the first test (using only the checksum row) we are



taking advantage of the row distribution of matrix A, but
thisis not the case in the second test.

Table VI shows the calculation time overheads for
some matrix dimensions. We have excluded the
input/output operations from the time measured. We can
see that ABFT is superior to RC only in the first version
(the one where the second matrix dimension was not
tested and the results were not protected). Comparing the
versions that have equivalent fault coverage (whole ABFT
with CRC and RC with two random vectors) result
checking has a clear advantage.

Comparing the memory overheads, initialy both
checkers have an O(n) overhead. That corresponds to the
check vectors. But, in the ABFT case, when we introduce
the test for the second matrix dimension, we need to send
to each node a copy of the block of A corresponding to
the next processor. That means a duplication of the matrix
A. In that case the memory overhead for ABFT is O(1f/p).

Finaly, ABFT is much more complex to implement
than RC. We have compared the number of lines of code
for the unprotected initial program, and the final versions
of both ABFT and RC. The overheads are 67% for RC
and 104% for the ABFT version. But the main advantage
of RC is that it can be used, without modification, with
any algorithm of matrix multiplication. ABFT, by design,
depends on the particular algorithm used.

Matrix multiplication — calculation overheads |

. base ABFT- whole RC-1| RC-2
zwis]t.nx time: row Xg?:l_? ABFT+ | rand. rand.

second | check. CRC vector | vectors

210 | 2.80 1.4% | 14.3% | 18.2% | 2.5% | 4.6%

300 6.78 1.2% | 11.9% | 14.9% | 2.2% | 3.7%

360 10.8 | 0.9% | 10.8% | 13.1% | 2.0% | 3.5%

Table VI — Calculation time overheads, ABFT Vs RC, for
matrix multiplication.

6. QR factorization

The problem of QR factorization is to decompose an
initial matrix A into an upper triangular matrix R and an
orthogonal matrix Q, i. e, A=QR.

We have got a bound of approx. 10° for our data,
which is quite high because computing the real difference
for the datawe used| A - QR | we got a maximum error of

approx. 10, For this case we then decided to use three
intervals to classify the errors: the case when the
maximum absolute difference to the reference results is
less than 10, the case when that difference is between
10" and 10 and the case when that difference is greater
than 10°.

We used as our test case a 210-by-210 double
precision matrix with random entries chosen from (-100,
+100). The output is afile with the matrices Q and R.

6.1 QR factorization with ABFT

The ABFT used for QR factorization [7] checks both
dimensions of Q and R, and also tests the column that is
broadcast in each iteration. As before the nodes are
logically configured in a directed cycle. Before sending
the final results to the host, the working processors protect
their results with a CRC.

The tolerance values used in each test were the
minimum values for which we did not get false alarms for
the data set used. We aso test if any value of the result
meatrices, Q and R, are NaNs. The results of fault injection
experiments are shown in table VII. As can be seen al the
faults that lead to results with an error greater than 10
have been detected.

QR with ABFT no. of | % of | Undetected
(and CRC) faults | total no. %

Correct Output 4306 48.8 - -
No output 70 0.8 - -
Timeout 2550 28.9 - -
NaNs 21 0.2 0| 0.0

wrong | diff. >10° 1608 | 18.2 0| 00
outputs | 10"<diff.<10° 117 1.3 0] 0.0
diff. <10™ 160 1.8 140 | 1.6

Total 8832 | 100.0 | 140 | 1.6

Table VII - Results for QR factorization with ABFT.

Chowdhury's parallel algorithm that we use [7], 6.2 QR factorization with result-checking

initializes Q as the identity matrix and does a column
cyclic data distribution of A and Q. These matrices are  For the RC version, we eliminated from the previous
successively transformed to obtain R ardr€spectively, program all the code corresponding to the ABFT, and
using orthogonal (Householder) transformations. To added Freivalds' checker to the QR factorization. That is,
perform thekth update each processor needs kite we verify A=QxR by checking the equality>#=Qx(Rxr),
column of the previously updated matrix A. This column here ris a random vector. We used two random vectors
is sent to all processors by its owner, in each iteration. with entries in the range (-1,1) and (0,1). The tolerance
A component-wise error bound for QR factorization is \5jue was 1%, again calculated in order to eliminate
given by |A-QR<nriG|A, where yo=cnu/(1-cnu)  false alarms for the matrix used. Table VIII presents the
with ¢ a small integer constant, n is the matrix dimension, outcomes for this experiment

r is the number of Householder transformations, and The results are similar to those of the ABFT
G = ntee” ,With ex(1,1, ...,1) [14]. mechanism. As can be seen only one wrong output



between 10°? and 10°° and a number of errors smaller than
102 were not detected.

QR with RC no.of | % of | Undetected
(2 random vectors) faults | total no. %

Correct Output 4332 45.4 - -
No output 16 0.2 - -
Timeout 2604 27.3 - -
NaNs 25 0.3 0 0.0

Wrong | diff. >10° 2226 | 233 0| 00
outputs | 10"<diff.<10° 139 1.5 1] 0.01
diff. <10™ 196 2.0 | 149 | 156

Total 9538 | 100.0 | 150 | 1.57

Table VIII - Results for QR factorization with RC.

6.3 ABFT Vsresult-checking

Comparing the error coverage of both mechanisms for
QR factorization, we find similar results. Table IX shows
the estimates for the non-coverage of both mechanisms
and the corresponding upper 99% confidence limit
estimates, calculated as in the matrix multiplication case.

Then ABFT has a fault/error coverage greater than
98.14% and RC has a fault/error coverage greater than
98.16% with a confidence level of 99%. If we consider
only errors of magnitude greater than 10 which is
probably more realistic, we get 99.99% for the coverage
lower bound of ABFT and 99.93% for RC, with the same
confidence level of 99%.

It is when comparing the execution time of both
mechanisms that significant differences begin to appear,
because ABFT has a much higher overhead than RC.
Table X shows the calculation time overheads for some
matrix dimensions. This large difference mainly results
from the extra communication introduced by ABFT.

Memory overhead is of O(n) and is similar for both
checkers.

Finaly, ABFT is again much more complex to
implement than RC, and RC is again applicable to a black
box routine, while ABFT depends heavily on the
particular algorithm and decomposition used.

QR — undetected wrong outputs

. injected | diff> | diff< | —< —1
mechanism | . 10° |10 | C Coae
ABFT+CRC 8832 0 140 1.59% 1.86%

RC-2 rand. vec. 9538 1 149 1.57% | 1.84%

QR factorization — calculation overheads

matrix base time ABFT RC
dim. (second) + CRC 2 random vectors
210 5.05 41.58% 1.58%
300 11.83 39.98% 1.44%
360 19.08 34.75% 1.36%

Table X — Calculation time overheads, ABFT Vs RC, for QR.

Table IX — Undetected wrong outputs, ABFT Vs RC, for QR.

7. Matrix inversion

Computing the inverse of a matrix A is equivalent to
solving the system of linear equations AX=I (where | is
the identity matrix). This is usualy done by first
computing the LU factorization of matrix A where L is a
unit lower triangular matrix and U is upper triangular. It is
known that the Gaussian elimination used to perform the
LU decomposition is unstable unless we use partial or
complete pivoting [20]. Introducing ABFT in that
algorithm, asis proposed in [21] for systolic architectures,
is complex, and the overhead due to the extra
communication, needed to check the pivoting operations,
will probably be even higher than in the QR case.
Moreover, [22] shows, with an example, that the ABFT
may not be able to detect faults in the pivoting operations.
Besides, since we used here LAPACK routines, the
changes needed to introduce ABFT would affect
essentially all the routines’ code, and would not be trivial
a al to do (and thus quite error prone). We did not
attempt to do it.

On the other hand, we did implement RC for that
particular LAPACK routine, again using Freivalds’
checker. This is intended as a very clear demonstration of
the most important advantage of RC - its adaptability to
already available, highly complex, numerical routines. We
verified AxA™=I by checking the equality XA™xr)=Ixr,
with r a random vector. We should note that computing
the inverse is an Ofn algorithm. Testing directly
AxA'=|, is an approx. Off test , while Freivalds’
checker is an O calculation.

We have used the LAPACK routines DGETRF and
DGETRI to compute the inverse of a 200-by-200 double
precision matrix with random entries from (-10, +10). The
random vector had entries in the range (-1, +1) and the
tolerance value was experimentally determined to b& 10
for the data set used. Table XI presents the outcomes for
this experiment where we used only one processing node.

The results are quite good even with just one random
vector. As can be seen all the wrong results with an error
greater than T8 have been detected and just 2.2% of the
faults produced undetected wrong results with an error
smaller than 18" That means an upper bound for the
non-coverage of 2.51% (with 99% of confidence level).

This case shows that RC has a very high coverage even
for Gauss elimination with pivoting. In that algorithm,
faults that affect some intermediate results used for
determining the order of the rows in pivoting, can not be
detected by ABFT because these errors do not affect the
checksum vectors. This shows that RC, due to its end-to-
end nature, is able in this case to verify calculation steps
that ABFT does not cover. This means that, although we
did not perform that test, we would expect for this
algorithm a coverage advantage for RC.



Matrix inversion no. of | % of | Undetected
with RC faults | total no. %

Correct Output 3657 42.8 - -

No output 12 0.2 - -

Timeout 2039 23.9 - -

NaNs 46 0.5 0 0.0

wrong " g5 S10™ 2488 | 291| 0| 00
outputs - =

diff. <10 301 35| 190 | 22

Total 8543 | 100.0 | 190 | 2.2

Table X1 - Results for matrix inversion with RC.
8. Conclusions

In this work we compared RC with ABFT for some
common matrix calculations. We tried to establish which
has better coverage, lower overhead, greater ease of use
and wider applicability. To the best of our knowledge, this
isthefirst time that RC is validated by fault injection.

The main advantage of RC over ABFT is its
independence of the underlying agorithm used to
caculate some mathematical function. In fact, a
complicated practical hurdle to use ABFT is the fact that
many of the "clean" mathematical algorithms used for the
derivation of ABFT algorithms are seldom used in
numerical analysis, for performance and stability reasons.
Adapting ABFT algorithms to those practical routines is
not atrivial task. Result Checking can use those practical
routines unchanged, as we have shown in the Matrix
Inversion example. Besides, at least for the cases studied,
the number of lines of code needed to implement RC is
much smaller than for ABFT.

In terms of performance overhead, the advantage of
RC is aso clear for the more complex algorithms studied,
where the difference can become quite large. In the more
simple examples there is no significant difference between
the two. No relevant difference was found in memory
overhead.

Regarding coverage, RC and ABFT proved to be
essentially equivalent, at least for the examples studied. It
would be interesting to see RC and ABFT compared for
other mathematical calculations.

A general conclusion of this work is that RC is a very
promising line of research. It would be very nice to have a
kind of library of result checkers for most of the existing
numerical algorithms.
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